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Goal of the Document

This document describes how third -party systems could interact with the eSanté platform for
sharing and distributing medical reports. The technical interface of the Connector -APl is
described here, which is based on the work done during the CARA and LABO Use Case and
Cahier de charges fonctionnel analysis.

Therefore the essential functional requirements and Use Cases are translated into technical
requirements and interface definitions. This document does not describe the technical details
and detailed implementation of the eSanté platform, but the functions  defined here are using
the core eSanté platform functions.

State of the Document

The information contained in this document is based on the functional specification from the
0Cahier des charges fonctionnel éd6 and t hdethevark
done for the eSanté platform as described in the WP7 of the eSanté project

Change History
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03 04.10.2011 HZI Extensions and splitting of the document, after second review from René Krippes and
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0.4 14.10.2011 HZI Corrections in Chapter §5.3d
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81 Introduction

As a technical specification this document is based on the requirements identified during the
work for t he Use Case aalysis and functional specification .

The technical basis for the development of this specification is the core functionality of the
eSanté platform , which is based on common IHE profiles like XDS.b and XD$l.b. The platform is
not described in detail in this document, but the functions which are needed for this specification
are briefly described in a separate chapter.

This specification defines the functional level between the systems of Data Providers (doctors,
hospitals,...), Data Consumes (doctors, hospitals, patients, ...) and the eSanté platform . This
functional level, hereinafter called "Connector-API", provides a layer to access the platform
functionality from systems which are not able to communicate with the platform by using the
core platform functionality directly.

We start the specification with a description about the functional architecture and its different

layers. Then a briefly introduction of the required core platform functions follows. After that we

will describeindetail t he possible reali A®tlibon afyer ,t Tes@E@en
specifications done in the o0Cahier de charges fon
technical environment (XDS, XDSI).
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§2 Functional Architecture

The functions described as part of tsthargesfCoamciteirondreel 6, are t he n
which are part of this technical description. Those resi de atAPtlhbe |Goerrn eschtoon
the picture below.

0 >

Consumer

N

Web-Server

eSanté
core platform

1dV-10103uu0)

Gateway

HIS/RIS

'3 \ J & )
<

Provider Provider

In the picture above a functional architecture overview is shown. In the center of the image the
eSanté internal functions are grouped as the eSanté core platform layer. Some of these functions
are exposed to Web-Service interfaces and are accessible from the outside. The core platform
functions could be logically grouped into Data Consumer - and Data Provider functions which are
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shown in the picture as the lightly red segments. This is just a logical level and does not add
further functionalities.

To access the functions of the Data Provider - and Data Consumer layer, different
implementations are supported. Applications could access the Web -Service API layer directly or
by using the intermediate layer of the Connector -API (shown by the dark green semi-circl e).

The lighter green semi -circle on the right side shows some possibilities to access the functional
layer, e.g. a Web -Server could be used to provide access by deploying an Applet to the client,
this is convenient for Data Consumer clients which are usin g the Web Viewer or for health
professionals which are using a patient management system without eSanté integration.
Healthcare Data Provider e.g. institutions/hospitals could use a Gateway to connect to the
platform or could access the Data Provider funct ions of the system directly, if they are supported
by their application.

The main difference is that using the interface functions of the Connector -API, a less set of
parameters must be provided during the function call, because most of the parameters whic h are
needed to call the general functions of the platform are provided by the API or could be

extracted out of the CDA R2 document header. Therefore the Data Provider must ensure that the
mandatory parameters could be extracted out of the CDA document. Th is leads to the implication
that those function calls must be made by providing unencrypted CDA documents, which raises no
security issues as long as the processing is done inside the institution.

When using the eSanté Web Service API functions, the Data Provider must provide these
parameters as part of the function call (e.g. as elements of an XML). At this time the document
must be encrypted, the platform functions are not able to extract metadata from the document
itself.
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82.1Core platform access

In cases where third -party applications want to directly access the core eSanté platform
functionalities, they have to implement the required mechanisms which are covered by the
Connector-API. Because the requirements of the platform to ensure data integrity and s ecurity
are different to those specified with the IHE profiles for XDS .b/XDS |.b, it is not sufficient for
implementers to be compliant to those IHE profiles. Instead the vendors must implement the
additional functionality which is specified as API calls b etween the Connector -API and the core
system components. So therefore a good starting point to measure the possible implementation
effort to implement a direct core platform access , is to take a look at the transactions between
the Connector-API and core g/stem components, as shown in the functional level specification in
chapter 5 and the sequence diagrams of these functions.

Certificate Health Professional
Authority Register
Check CRL Validate
National Register
STSi Security
Token Service
i Validate
Authenticate
e
- TTP

Authorization token

% De-Identify
message|d -
messageid seudonym
HIS/RIS response ° R
Hospital |
Document Registry
Repository response Service
Provide and register -«

document

« & .

Register document
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82.2 Connector 0 API architectural considerations

The Connector-API bridges the logical gap between the current software systems of the
healthcare providers and the eSanté platform. T he APIprovides an easier interface to the
backend eSanté core platform functionalities and hides most of the complex transactions and
workflows, including security related functionality. For common healthcare &IT infrastructures
e.g. in hospitals, the usage of the Connector -API interface will be easier to provide and maintain,
than to force their software vendors to implement a core platform access. Also out of software
guality assurance reasons and possible software releases which should be independent of the
software lifecycle of the primary installed healthcare  8IT systems, the usage of the Connector-
API should be preferred.

Certificate Health Professional
Authority Register
Check CRL Validate

National Register

STS'i Security
Token Service

Authenticate’
Validate

TTP

Authorization token

% %/De—ldentify R
g _ messageid-
e &
=
(o)
° id | d
messagei ! pseudonym
H I_S/R 1S response |
Hospital \J
Document Registry
Repository response Service

Provide and register
document
L -

Register document

The API functionality described in this document could be integrated directly into third  -party
software systems or be used in a standalone environment e.g. a Gateway or Connector server
which could provide the access to the eSanté platform in hospitals or as part of View er
applications e.g. Applets for doctors. The Connector -API does provide the connectivity,
visualization or processing of the documents has to be implemented by the Data Consumer
applications themselves.
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Healthcare
application

Data
Consumer

eSanté
core platform

Connector-API

Data
Provider

Hospital

The Connector-API provides an easier interface to the backend eSanté core platform
functionalities and hides most of the complex transactions and workflows, including security
related functionality. For common healthcare JIT infrastructures e.g. in hospitals, the usage of
the Connector-API interface will be easier to provide and maintain, than to force their software
vendors to implement a core pl atform access. Also out of software quality assurance reasons and
possible software releases which should be independent of the software lifecycle of the primary
installed healthcare 91T systems, the usage of the Connector-API should be preferred.
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83 Core platform function layer overview

The core functions are provided as part of the eSanté platform. In this chapter we will describe
some of the functions in short, before going into details about the Data Provider and Data
Consumer ConnectorAPI functional layer in the next chapter. These core platform functions are
more general than the main functions of the Connector -API.

Since the core platform functionality will be based on the definition of the IHE ~ -XDS.b profile
(with enhancements), the detailed spec ification of these transactions could be found as part of
the IHE specifications, see 8§10 References to other documents. In addition to the profile above,
the platform should support from the beginning on update functionalities for metadata as defined
in the XDS Metadata Update profile. Although the core functionalities are alr  eady part of the
ebXML specification, which is the specification XDS relies on, metadata update in IHE is still in
trial implementation state.

83.1Actors

The actors listed in the table below are common actors which are used also in the description of
the Connector-API main functions.

ID Actor Description Example
Al Data Provider This actor is able to create documents in a Healthcare professional
way that they are compliant to the emitting patient care
platform document format definitions, report related to a patients
with the aim to share the document. treatment.
A2 Data This actor is able to work with documents Healthcare professional
Consumer got from the platform and is able to retrieving patient care
understand the platforms document format report for further patient
definition. treatment.
A3 Document This actor is able to update/delete Role which could be
Administrator documents or document metadata. grouped with Data Provider

or Data Consumer Actors
for the execution of
updates of Document
related metadata.

A4 Document This actor is providing services for the The Document Registry
Registry registration/query/retrieval of document contains metadata and
metadata. references of the
documents stored in the
Repositories.
A5 Document This actor is responsible for storing the The Data Provider provides
Repository documents physically. the medical document

together with metadata to
the Document Repository
using the
ProvideAndRegisterDocume
ntSet transaction.
A6  Subscriber This actor can be grouped with Data A Data Consumer e.g. the
Consumer or Data Provider actor, for their Patient wants to get
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subscription to get notified about the
occurrence of different events.

notified if new documents
are provided in his health
record.

§3.2 Core functions overview

This is an overview of the core functions which will be required by the Connector -API main
functions. Apart of the functions listed below, there are more functions of the core platform

which we will not take into account in

this document.

ID: Name: Description :
FU- COREL ProvideAndRegister This function must be used to store documents
Document Set (e.g. laboratory or radiology reports, image -
(See 83.3) manifest files) inside the eSanté platform.
FU-CORE2 RegisterDocumentSet This function is called by the Document
(See 83.9) Repository actor to register document metadata
at the Document Registry.
FU- CORE3 RegistryStoredQuery This function can be used to search for and
(See83.5) retrieve metadata of document entries from the
Document Registry.
FU-CORE4 RetrieveDocumentSet This function can be used to retrieve the
(See 83.6) documents from the repository.
FU-CORES RegisterNotification This function can be used to register for
(See83.7) notification events.
FU-CORE6G UnregisterNotification This function could be used to unregister from
(See 83.8) the event notification.
FU-CORE/ UpdateDocumentSet This function enables the possibility to update
(See 83.9) attributes of the metadata of entries in the

Document Registry.

At the following chapters we will describe the core platform functions

detail.
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83.3FU-COREL: Provide and Register Document Set

ID: FU-CORE1 Name: | ProvideAndRegisterDocumentSet

References: ITI-41 (Provide and Register Document Setb), RAD-68 (Provide and Register
Imaging Document Setb), ebXML SubmitObjectsRequest

Short This function must be used to store documents (e.g. medical reports, lab -

Description: reports, radiology reports, image -manifest files) inside the eSanté platform.
The function is also used to submit addendum or replacements of documents.

Actors Data Provider, Document Repository

Input : XMLG Structure (based on ebXML) with elements:

- Metadata for data provider description

- Metadata for the submission (incl. References and folder definitions)
- Metadata for each document

- Documents to upload (e.g. reports, images, manifest -files)

Output: The operation of transmitting and storing the documents inside the eSanté
platform is atomic. If an error occurs which prevents the storage of a single
document, the whole transaction must be cancelled.

Success | The Data Provider will get a XML response which signals that the
operation has succeeded

Failure | The Data Provider will get a detailed error message in XML format

Comment: Input and Output data are in XML dformat which is exactly defined by XSD
files. Details about the structure, the possible data types and
optional/mandatory elements are specified as part of the IHE radiology profile.
Error or success response XML messages are defined in XSD schema files too.
This function is derived from the ITI -41 and RAD68 functions from IHE and
combines their functionality, because they differ only slightly about the

content types.
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§3.4FU-CORE2: Register Document Set

ID: FU-CORE2 Name: | RegisterDocumentSet
References: ITI-42 (Register Document Set - b), ebXML SubmitObjectsRequest

Short This function is called between the two actors

Description: Document Registry and Document Repository during the execution of the

Provide and Register Document Set (83.3) function. The aim is to register the
metadata of the stored document.

Actors Document Registry, Document Repository

Input : XMLA Structure (based on ebXML) with elements:

- Metadata about the data provider

- Metadata for each document incl. the repository storage location

- Metadata for the submission (incl. References and folder definitions)

Output: The transaction of storing the reference information inside the Document
Registry is atomic. If an error occurs which prevents the system from storing
this metadata, the whole transaction must be cancelled.

Success | The caller will get a XML response which signals that the operation
has succeeded

Failure | The caller will get a detailed error message in XML format

Comment: This function is used only inside the platform and is not accessible by third -
party clients. The function call is embedded in the same transaction as the
Provide and Register Document Set (83.3), so if an error occurs during the
execution of this function, the whole transaction will fail.
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§3.5FU-CORES3: Registry Stored Query

ID: FU-CORE3 Name: | RegistryStoredQuery
References: ITI-18 (Registry stored query)
Short This function can be used to search for and retrieve metadata of document
Description: entries from the Document Registry, to support the retrieval of the Documents
from the Repository later on.
Actors Data Consumer, Document Registry
Input : XMLG Structure (based on ebXML) with elements:
- Reference (UUID) to a pre-defined query which is stored inside the
Registry
- Values for the query parameters
Output: The result of a Registry Stored Query contains a result state and if no error
occurs, a list of metadata from documents which are the result set of the
query.

Success | The call will get a XML response document with the results from the
guery. This result set could contain zero or more metadata
elements. That means the function could have been processed
successfully even if no result value was found.

Failure | A failure message is returned if an error has occurred during this
transaction. The error message is returned as part of the XML
response, no possible search results are returned.

Comment: The queries which could be called are pre -defined inside the Docu ment
Registry. This prevents the system from executing insecure, unknown or
corrupt queries against the Registry to attack the system.

oParti al Successd is another output g
the Stored Query Response. This response could return metadata and
RegistryErrors which are classified as warnings or one severity error. This
return state has to be discussed, m aybe we should be more rigorous and just
emit the success and failure return state.

Cahier_des_charges_Technique_General_v1.docx 16/ 158 Version 1.0, 20.12.2011



Cabhier des charges technique
General Requirements Document
Heiko Zimmermann

Centre de Ressources des Technologies
pour la Santé

83.6 FU-CORE4: Retrieve Document Set

Function for the retrieval of documents from the Document Repository. This does not cover the
retrieval of imaging document sets for example for the radiology domain. For the radiology
domain, the Document Repository could deliver the DICOM KOS manifest file for the Data
Consumer, but to retrie ve the high-res significant images the Image Data Consumer (a grouped
Data Consumer) must implement this functionality e.g. to perform a WADO access. Those
functions are not considered here.

ID: FU-CORE4 Name: | RetrieveDocumentSet
References: ITI-43 (Retrieve Document Set)

Short This function can be used to retrieve the documents from the repository.
Description:

Actors Data Consumer, Document Repository

Input : XML Structure (based on ebXML) with elements (the data are part of the

guery result FU-CORE3) :
- One or more document request elements, each contains:
0 Areference to the repository (RepositoryUniquelD) where to
retrieve the document from
o Areference to a document (Unique identifier of the document)

Additional payload could be necessary containing security related content
(Public-Key Certificate) to ensure end-to-end security (see 88.5).

Output: As a result an ebXML structure is returned which contains sections for each
document and document content which was requested. If one document could
not be delivered an appropriate error message will be provided.

Success | This state of the response is send to the client when all documents
requested could be retrieved.

Partial | If not all documents could be retrieved. The response message
Success| contains also warnings or error messages for the documents which
could not be retrieved.

Error If no documents could be retrieved. The appropriate error messages
are part of the response too.

Comment: e Partial success is allowed when trying to retrieve documents from the
Document Repository.

e EachRepository must record information about the successful request for
the retrieval of documents by the Data Consumers. These information must
be provided for the Registry to later -on allow queries about the consumers
of the documents.
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§3.7 FU-CORES: Register Notification

ID: FU-CORES Name: | RegisterNotification

References: ITI-52

Short The caller (e.g. Data Consumer, Subscriber) can register himself to get notified

Description: about different events which occur at the Document Registry (e.g. new
document registration, document state change, ...)

Actors Data Consumer (Subscriber) , Document Registry

Input : XMLG Structure (based on ebXML) with elements:

- Subscriber identification

- Address of the natification recipient/consumer where to emit the
notification

- Filter expression with different attributes to define for which
notifications to be registered

- Optionally a termination time, when the subscription should end

Output: The transaction result will be returned a s an XML Structure (based on
ebXML)

Success | The caller will get a response xml message which signals that the
operation was successful, a unique subscription id which belongs to
this subscription transaction will also be part of the response.

Error The caller will get a detailed error message as XML response and the
subscription transaction failed.

Comment: At the eSanté platform the Document Registry is the actor which is the source
of events which belong s to changes of document metadata. After successful
processing of thi o 60Re@inshesubscibertwill f i c {
receive a confirmation e -mail with a link inside. By following this link the

subscriber is identified and accepted to receive the notifications at thise -mail

address.Det ai |l ed specificati on Refister he wo
Noti ficationd transaction will be de:
platform.
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§3.8 FU-CORESG: Unregister Notification

ID: FU-COREG6 Name: | UnregisterNotification
References: Related to ITI-52
Short The caller wants no longer to be notified if certain events occur. Therefore the
Description: notification recipient will be unregistered.
Actors Data Consumer (Subscriber), Document Registry
Input : XML Structure (based on ebXML) with elements:
- ldentifier of this subscription
- Subscriber identification (must match to the stored entry related to this
subscription)
Output: The transaction result will be returned a s an XML3 Structure (based on
ebXMD).
Success| The caller will get a response which signals that the operation has
succeeded and no further event notifications will be sent to him.
Error The caller will get a detailed error message, the transaction has
failed and the subcagcelledpt i on hasn
Comment: At the eSanté platform the Document Registry is the actor which is the source

of events which belong s to changes of document metadata. After successful
processing of this o0Unr eg,ithe subscribadwilt i f i
receive a confirmation e -mail with a link inside. By following this link the
subscriber is identified and accepted to be deleted from the notifications list
for this e-mail address. Detailed specification of the workflow inside the
oOdregi ster Notificationd transacti on
specification of the platform.
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§3.9 FU-CORE/: Update Documentset

ID: FU-CORE7Y Name: | UpdateDocumentSet

References: Related to ITI-57

Short The caller (e.g. Data Provider) can update document metadata stored in the
Description: Document Registry, if he has the appropriate security rights. This function

enables the possibility to update attributes for DocumentEntry and Folder
objects, submit new Association objects and changes o f the availabilityStatus
for DocumentEntry, Folder and Association objects.

Actors Data Provider, Document Registry, Document Administrator

Input : XMLA Structure (based on ebXML) with elements:

- Metadata for the submission containing information about the objects
(DocumentEntries, Folders, Associations) and states which have to be
changed

Output: The transaction of updating the information inside the Document Registry is
atomic. If an error occurs which prevents the system from storing this meta
changes, the whole transaction must be cancelled.

Success | The caller will get a XML response which signals that the operation
has succeeded

Failure | The caller will get a detailed error message in XML format

Comment: e The underlying IHE transaction of the XDS Metadata Update profile
introduces a new actor called o0Docu
actor which is able to invoke metadata update transactions. This actor
should in our case be grouped with the Document Provider or Document
Consumer dependent on the set of changes which would be allowed for
these actors.

e The Update Documentset function will be used inside for example when
calling the CancelDocument ( 85.4g) API function for changing the
Document Entry. availabilityStatus to
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84 Connector-API and platform security requirements

The security considerations and requirements introduced in this document are based on the work

done in the eSant® WP7 about the OArchitecture of
parts of the security concept which are required for the usage of the Connector-API, but does not

describe the whole security concept of the platform as in WP7. Further changes and extensions

cannot be avoided, especially in relation to a gradually realization of the eSanté platform.

Each system component of the core e Santé platform and each instance of the Connector-API must
have a validated certificate. This certificate will be used for the mutual certificate

authentication and for the establishment of secure node to node communication, e.g. using

HTTPS, between the communication peers of the platform, as defined also in the IHE ATNA *
profile. So these certificates are mainly used to support the transport level security. The

certificate of the Connector -API will also be used to sign the SubmissionSet before the
transmission to the other platform servers. This provides the ability at platform level to check

that the data which are submitted have not been changed on the way through the network and
different servers.

Medical documents e.g. laboratory or radiology reports as CDA R2 documents, which are created

at Data Providers side, should be electronically signed by the Provider himself, using a well -

known and qualified certificate. If the document has a valid signature, the Connector  -API could

check the signature during the validation process and ensure that the document has not been

illegally corrupted. This is the way we describe the process during our functional descriptions of

this technical specification. Therefore wableassume
to create electronic signatures for documents. As long as this functionality is not provided by the

third -party applications, an alternative way would be the creation of the electronic signature of

the documents inside the Connector -API. Although this will not be a big challenge for the

implementation of the Connector -API, it could have a recognizable impact on the non -repudiation

of the validity of the document content. Because even if the transport level between the Data
Provider ds s oCGCohnecior-APl hasnbden sehueed, there will be no possibility to check

that the document hasndét been changed during the

Medical documents are stored encrypted at the eSanté platform. The Connector -API covers that

part of encr yption of the documents. Therefore it requests a validated Public -Key Certificate

from the TTP system component, which must be signed by using official certificates. The Public -

Key part of the certificate will be used to encrypt the documents before they a  re submitted to

the platform. First the documents will be symmetrically encrypted by the Connector  -API and this
symmetric key will then be encrypted with the public -key gathered from the TTP. If later -on a

Data Consumer wants to retrieve a document, he sho uld provide a Public -Key Certificate with the
retrieve transaction. As | epartyapalisationIs rot dapaltlesof tfsp n s u me
the Connector-API creates an ad-hoc Public-Key Certificate and provides this with the request -

call for the d ocuments to the Repaository. The platform core services use the functionality of the

TTP to re-encrypt the symmetric key of the document encryption with the Public  -Key of the

Connector-API. The Connector-API, which is located as part of a softwareatDataC ons umer 8 s
institution, wil!/l be able to decrypt the document
application. 1 f the Data Consume rKéysCertifpgelcreated,t i on i

1 ATNA: Audit-Trail and node authentication
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then the decrypt process will be part of the Data Consume r 6 s a p p [Thisodeakeying and the
encryption/decryption using ad -hoc generated Public/Private Keypairs, allows the usage of an
Signature PKI for the secure exchange of the documents, as described in the platform
architecture document (WP7).

Two main types of consent are checked during the processing of the transactions. For XDS
transactions first the patientdés consent for shar
is checked. I f the patient hasndt guidordytbe hi s conse
transmitted using XDR reliable transmission. The second type of consent checks the access rights

of users for stored objects (e.g. documents, fold
transaction processing the platform -servicescallsthe o6 check AccessConsent o6 fu
the necessary access security checks.
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85 Connector-API functional level specification

In this chapter we will describe on a technical level the functionality which was introduced as

part of

t he

patient management systems of doctors.

§5.1 Data types

In the description of the main function s for the interface we reference different data types which

we will now describe in detail.

0Gatlioemrctd ® nmhed rog e We
Connector-API functions), which could be used/called by third -party applications by hospitals or

describe

t he

Typename Fields (if record type) Description
ConsumerRec e.g. Data Consumer identification
InstitutionID
Name and surname
CNSnumber (UCM code, or a
new health -professionallD which
will be defined on national
level)
Matricule (e.g. citizen id) 2
Medical specialty
Address (opt.)
Date -- Date in format oYY"
DocumentRef -- Reference to the document e.g. a local
file URL from where the document
could be retrieved.
PatientRec e.g. Record-type contains field -set with
LocalPatientID demographic data to identify the
Surname patient. This will be needed during
Lastname de-identification process with the TTP.
Birthdate
Matricule (e.g. citizen id)
SSN (social security number)
Address (opt.)
ProviderRec e.g. Provider identification
InstitutionID

Name and surname

Individual CNS number for

healthcare

professionals(formerly UCM

code)

e Or another health

professional ID (not yet
defined)

2 Or if available an other national unique individual identifier or Patient Identifier List as defined in HL7
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QryParamList

RecipientRec

String
UNIQUEID

UuID

e Matricule (to decide)
ID number for institution (to
confirm how this point will be
handled: CNS number by

service, Ol D, é.

Medical specialty
Address (opt.)

Unique recipient identifying
address related to User of the
system

List of key/value pairs which is used to
set the parameters for a registry stored
query

Recipient record for identification of
the intended recipients for the XDR
transmission.

Set of characters, supported character -
set UTF8/16

String based type which could contain
OID as unique identifier (see 85.3f)
Globally unique identifier conformant
to RFC4122 e.g.urn:uuid:10b545ea-
725¢-446d-9b95-8aeb444eddf3
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§5.2 Exceptions

During the processing of the functions e.g. during the validation process of parameters, some
exceptions could occur. In this table we list the main important exceptions which could occur

Other exceptions, e.g. runtime exceptions which could occur during the connection establishment
are not listed here . The table below shows the different kinds of exceptions that could be raised,
each Exception when thrown by the application should contain more detailed information about

the cause.

Exception Description

CertificateException Could occur if a Certificate could not be retrieved or if the
Certificate retrieved is not valid due to invalid formats,
invalidation or revocation. The message part of this exception
will contain the detailed cause.

CreateKeyPairException Could occur if the Connector -API is not able to create a public -
private keypair out of several reasons. Details will be
described in the message part of the exception.

CreateSignatureException Could occur if problems arise during the creation of an
electronic signature e.g. when signing a SubmissionSet.
CreateQuery XmlException This Exception could occur during the creation of the XML

structure for querying the Document Registry.

Create Retrieval XmIException This Exception could occur during the creation of the XML
structure for the retrieval of documents from the Document
Repository.

CreateSubmissionsetException  Could occur during the creation of the SubmissionSet, when
creating the ebXML structure.

DecryptionException Could occur during the decryption of the documents (report,
manifest files) which should be provided for the Document
Consumer.

EncryptionException Could occur during the encryption of the documents (report,

manifest files) which should be provided for the intended
recipients or shared using the platform.

FolderNotFoundException Occurs if a folder which was requested could not be found,
e.g. when searching for a users InBox dfolder.

InvalidldentifierException Could occur if the format of an unique identifier for the
UNIQUEID datatype is not valid.

IdentityMatchException Could occur if a patient identification could not be matched to

a pseudonym, the reason e.g. inadequate demographic data,
must be described as part of the exception message.

InvalidLengthException Could occur during the validation of character datatypes like
string, before the persistent storage of the value inside a
database field.

InvalidSignatureException Il s raised i f the signature is
e.g. Certificate was revoked already.

InvalidURLEXxception Is raised when a given URL is not valid and the file linked to
this URL couldndot be retrieve

InvalidUuidExeption Is raised if a given Uuid is not valid or in an unexpected
format.
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NoConsentException Could occur if an access to patient related data or the access
to a patient shared health record is not allowed out of missing
patient consent. Also if a pa
for sharing his medical data using an electronic health record.
The exception must contain the detailed exception reason as

message.
NoSignatureFoundException Il s raised if the CDA R2 docum
a digital signature.
ParameterBindingException Could occur if expected/mandatory parameters could not be

bound to the registry stored query e.g. when a mandatory
parameter is missing or has a wrong type.

ParameterException Could occur if expected/mandatory parameters could not be
retrieved / extracted e.g. when parameters should be read
from CDA R2dHeader.

PatientldentException Could occur if the patient identification could not be
processed by using the given parameters for the PatientRec
type. Also if a patientds ide
calling the Patient Register.

UnknownConsumerException Could occur if the consumer information as value of a
ConsumeReci s not known or doesndt
of the function.

UnknownProviderException Could occur if the provider information as value of a
ProviderReci s not known o rndtbdthe slfeidof
the function.

UnknownRecipientException Could occur if an intended recipient for a reliable transmission
is not known or identifiable. Exception message contains
details, e.g. the recipients which could not be determined.

UnresolvedUuidException Could occur if the Document Registry/Document Repository is
not able to locate a DocumentEntry/SubmissionSet or
Association with the given UUID.

Beside of the Exceptions listed above, several other Errors could occur during the processing of
the transactions. Some of them are specified and could be found as part of the IHE specification
of the IHE IT Infrastructure (ITI) Technical Framework Volume |  -lll. The description of all the
detailed error messages emitted by the different components of the system will be li  sted as part
of the specifications of the system components °.

% This will be part of the Workpackages for the eSanté 2 project
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85.3 Document formats and requirements

When sharing documents with the eSanté platform some requirements are necessary for the file
formats and the metadata which should be provided. For example | aboratory- and radiology
reports should be provided as CDA R2 documents, references for the high-resolution significant
images should be included as part of a DICOM KOS manifest file. The submission transactions of
the platform e. g. teire Ddawmd dt¢URERED tRfEAGE @ require
metadata which must be provided by the Connector -API. The Connector-API could get this
metadata by parameters of the functions, by extracting from the documents or by configuration

of the Connector -API runtime.

The set of metadata attributes which are defined in the specifications of IHE XDS.b and XDS -I.b
do not let much space for custom extensions out of interoperability reasons, although the
underlying ebXML standard is capable of dealing with custom metadata extensions. This must be
considered e.g. when we try to distinguish between XDS and XDR transmission on the level of the
core platform functions or when we try to implement the blocking/unblocking  -mechanism with
unblocking code for document access.

We will start with a description of the required attributes which are part of the XDSSubmissionSet
and the XDSDocumentmtrySet needed by the platform core functions. After that we describe the
requirements about the file formats and which data could be extracted to provide values for the
required attributes.

85.3a XDSSubmissionSet Attributes

In the following list we introduce the subset of the attributes for the XDSSubmissionSet metadata
which are necessary for the communication with the eSanté platform *. Values for this attributes
must be provided when the XDSSubmissionSet is used with the eSanté platform transaction. When
a Data Provider directly accesses the eSanté platform functions, these parameters have to be
provided by the Data Provider. By using the Connector -API functions, the connector is responsible
to provide or extract the missing parameter values out of the CDA document header (see 85.3¢).

Attributename Occurance  Valuetype Description
author Required if  Structure with strings for Should contain
known authorPerson, authorlnstitution, information about the
authorRole, authorSpeciality institution and the
initiator of this
transaction.
contentTypeCode Required Code as a string. The set of Code to specify the
codes must belong to a type of clinical activity
vocabulary defined for this that resulted for the
Affinity Domain . creation of this
SubmissionSet.
contentTypeCode Required Human-readable string Human-readable name
displayName representation of for the
contentTypeCode, from a contentTypeCode,

4 The complete list of submission set metadata attributes is specified in Chapter 4.1 of the IHE Technical Framework Volume 3 (ITI TF-
3)
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vocabulary defined for this which could be used to
Affinity Domain . display in applications.
entryUUID> Required UuiD Intended to use as a

Document Registry
management identifier.
This identifier has to be
provided by the
DataProvider but should
not be used as an
external reference
outside of the Registry.

intendedRecipient Optional Value list with strings to address  This parameter contains
the recipients. The identification the list of the
of the recipients could be recipients in case of an

realized dependent on the rules XDR transmission.
of the Affinity Domain .°
patientld Required String The patient identifier

which uniquely
identifies the patient.
All new documents or
associations used inside
this SubmissionSet must
be related to this
patient.

7

sourceld Required OID In terms of XDS this
parameter should be
used to store an
identifier for a
Document Source
instance. ®
submissionTime Required HL7 V2 Date Time type. Time Creation time of this
must be gCourdinatedf o SubmissionSet for
Universal Time6 ( U.F@&mat registration with the
regular expression: Document Registry.
YYYY[MM[DD[hh[mm[ss]]]]]
uniqueld Required OID Globally unique

identifier for this
SubmissionSet instance.

® See chapter §5.3e for more details

% Instead of using strings containing institution name and oid together with name, lastname and title of the receiver (person) as
suggested by IHE, for the eSanté platform maybe other unique addresses could be used to identify intended recipients, e.g. us ing an
email-address pattern

" This patient identifier should be the unique patient identifier of this Affinity Domain. In case of the planned eSanté platfo rm this
parameter should contain the messageid which was determined after the De -Identification proces s with the TTP. This identifier will
then be used by the Registry to determine the associated pseudonym which is related to the patient and the given messageid. T he
messageid should be formatted with the patientld layout as described by the IHE recommendat ion for this patientld parameter.

8 When using a Gateway/Connector for the communication with the eSanté platform, the Connector couldpr ovi de t he di ffer er
as identifiers for the different Document Sources.

° This implies that Data Providers have to convert their local time to the UTC time before placing inside the SubmissionSetas  well as
Data Consumers have to convert the UTC time from the platform to their local timezone.
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In the following list we introduce the subset of the required attributes for the XDSDocumentEntry

metadata set which are necessary for the communication with the eSanté platform

1 When a

Data Provider directly accesses the eSanté platform functions, these paramet ers have to be
provided by the Data Provider. By using the Connector -API functions, the connector extracts the
missing parameter values out of the CDA R20Header (see 85.3c).

Attributename Occurance  Valuetype Description
author Required if  Structure with strings for Should contain
known authorPerson, information about
authorlnstitution, the institution and
authorRole, the author of this
authorSpeciality document.
classCode Required Code as a string. The set of  Code to specify the
codes must belong to a particular kind of
vocabulary defined for this document (e.g.
Affinity Domain . Report, Prescription)
classCodeDisplayName Required Human-readable string Human-readable
representation of name for the
classCode, from a classCode, which
vocabulary defined for this could be used to
Affinity Domain . display in
applications.
confidentialityCode Required Code as a string. The setof  Specifying the level
valid codes must be defined of confidentiality for
for this Affinity Domain . this document.
creationTime Required HL7 V2 Date Time type. Creation time of the
Time must be given for document.
oCoordinated Universal
Time6 (UTC) . Fo
regular expression:
YYYY[MM[DD[hh[mm[ss]]]]]
entryuUuID ™ Required UuID Intended to use as a
Document Registry
management
identifier. This
identifier has to be
provided by the
DataProvider but
should not be used
as an external
reference outside of
the Registry.
formatCode Required Code as a string. Valid Describes the format

codes could be used or

of the document so

° The complete list of document ent ry set metadata attributes is specified in Chapter 4.1 of the IHE Technical Framework Volume 3

(ITI TF-3)

1 See chapter §5.3e for more details
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those defined for this that Data Consumers
Affinity Domain . are able to validate
if they are able to
process the
document (e.g.
value="CDARZ2/IHE

1.0
formatCodeDisplayName Required Human-readable string Human-readable
representation of name for the
formatCode. formatCode, which
could be used to
display in
applications.
healthcareFacilityTypeCode Required Code as a string. Valid This code represents
codes must be used defined the type of
for this Affinity Domain . organizational

setting of the
institution where
the document was
created (e.g.
surgery, hospital,...)
healthcareFacilityTypeCode Required Human-readable string Human-readable
DisplayName representation of name for the
healthcareFacilityTypeCode healthcareFacility Ty
from a vocabulary defined peCode, which could

for this _Affinity Domain . be used to display in
applications.
languageCode Required Code as string, in format The language of the

on-@Co6 wh er ethedo | document.
language code based on

ISG639-1 , 0CCo6 i s
uppercase country-code

based on ISG3166.

mimeType Required As string a official MIME- MIME type of the
type (IANA mime-type document e.g. for
definition) CDA documents
usually text/xml.
patientld Required String The patient

identifier which
uniquely identifies
the patient. **

practiceSettingCode Required Code as a string. Valid To define more
codes must be used defined precise the clinical
for this _Affinity Domain . speciality from

which the document
was created (e.g.
Laboratory or

12 This patient ident ifier should be the unique patient identifier of this Affinity Domain. In case of the planned eSanté platform this
parameter should contain the messageid which was determined after the De -Identification process with the TTP. This identifier will
then be used by the Registry to determine the associated pseudonym which is related to the patient and the given messageid. The
messageid should be formatted with the patientld layout as described by the IHE recommendation for this patientld parameter.
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Radiology
department) **

practiceSettingCode Required Human-readable string Human-readable
DisplayName representation of name for the
practiceSettingCode, practiceSettingCode,
defined for this _Affinity which could be used
Domain. to display in
applications.
sourcePatientld Required String containing Authority In terms of XDS this
Domain Id and patient parameter should be
identifier of the domain used to transmit the
value for the local
patientlD of the
Data Provider. *
typeCode Required Code as a string. Valid Specifies the precise
codes must be used defined kind of document
for this _Affinity Domain . (e.g. Radiology-
Report, Lab-
Report,..) **
typeCodeDisplayName Required Human-readable string Human-readable
representation of name for the
typeCode, defined for this  typeCode, which
Affinity Domain . could be used to
display in
applications.
uniqueld Required String with maxlength of Globally unique
128 chars, structure and identifier for this
format must be consistent Document instance
with the format attribute. ® assigned by the Data
Provider.
parentDocumentRelationship Required Possible values are APND Represents the
(when (append), RPLC (replace), source of a append,
present) XFRM (transform) transformed or
replacement
document
parentDocumentid Required String as document Represents the
(when identifier documentid of the
parentDocu parent document
mentRelati
onship is
present)

3 The values for practiceSettingCode could correspond to the possible values of authorSpeciality. Since the possible values have to be

defined, the granularity

14 This patient identifier should be the unique patient identifier from the system of the Data Provider. Out

identifier should not be stored as Parameter in the Registry. Therefore the Connector

constant value which does not relate to a patients identity.
15 Range of values have to be defined for the Affinity Domain, attribute is used for query, search and sort operations. This typeCode

of security reasons this

-API1 will not transfer this parameter or set it to a

should be a derived type from classCode and be more detailed.

18 The format of the uniqueld depends on the format of the document which is described by the ~ DocumentEntry metadata. For
example oid or oid"extension for DICOM-SR transformations, for DICOM manifest documents the uniquelD shall be the same as the SOP
dlnstance UID of the corresponding DICOM KOS object.
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The parentDocumentRelationship and the parentDocumentld are two fields which could be used
to express relationships between the documents. The different relationship types (append,
replace, transform) correspond to the relationship types used for IHE docum ent associations.
Although the types are the same, there is an important difference between the usage of
relationships as metadata of the document (which are based on CDA document relationships,
mentioned later) and the relationships expressed by using IHE XDS associations. Relationships
expressed on document level (DocumentEntry - metadata) could use reference identifiers which
are not limited for the usage in this Affinity Domain. Instead for associations at Document
Registry side (XDS associations), theentryUUID must be used to link documents together, which
should be treated as Document Registry internal management parameters.

The vocabularies for the different type - and class codes are not defined yet and not part of this
workpackage.
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85.3c XDS metadataand CDA R2 documentheader element mapping

The CDA R2 content templates for laboratory - or radiology reports for the eSanté platform are
not defined finally at the time of the writing of this document. Nevertheless the mandatory fields
which must be part of the CDA -Header of the documents will be i ntroduced now, as they are
required for using the functionality of the platform.

The Connector-API should extract these values during the processing of the transactions before
sharing the documents and use the values for the metadata of the XDSDocumentEntry and
XDSSubmissionSetttributes.

The parameter definition is based on the specification of the HL7 CDA R2 document format.

XDS metadata CDA Header Element~’ Comment

attributes

languageCode ClinicalDocument/languageCode  Describe the language of the
report-CiCb drmom mat
the onnd6 part s

language code based on 1SG639
1, OCCO6 is the -u
code based on ISG3166.
classCode ClinicalDocument/code/@code CDAHeader attribute should be
mapped based on the platforms
coding system to a valid
classCode.
classCodeDisplayName  ClinicalDocument/code/@code CDAHeader element should be
mapped based on the platforms
coding system to a valid
classCodeDisplayName.
typeCode ClinicalDocument/code/@code CDA Header element should be
mapped based on the platforms
coding system to a valid
typeCode.®
typeCodeDisplayName ClinicalDocument/code/@display = CDA Header element should be

Name used as value for the
typeCodeDisplayName
confidentialityCode ClinicalDocument/ CDA Header element should be
confidentialityCode/@code *° mapped based on the platforms

coding system to a valid
confidentialityCode.

creationTime ClinicalDocument/effectiveTime CreationTime of the document as
XDS attribute must be in UTC
time, so if CDAHeader field
effectiveTime contains time with
timezone offset, the UTC time
must be calculated.

" CDAHeader elements are listed here in a kind of XQuery 8 Notation, where sub -branches (elements) are separated by a slash (/)

and attributes are marked with the at -symbol (@). To use it as an XQuery attribute a preceding slash must be added e.g.
/ClinicalDocument/languageCode

8 The mapping ofthe CDAHe ader oO0Cl i ncal Document/ code/ @coded Attribute to the XD
could be hard to distinguish.

¥ In case of using IHEBPPC profile another mapping could also be used based on /ClinicalDocument/authorization
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patientld ClinicalDocument/recordTarget/ Could directly be used if Data
patientRole/id Provider uses Affinity
Domains patientlD for the
creation of the CDAHeader
field. Ot her wi
patientlID must be mapped to
the platforms patientlD.

sourcePatientld ClinicalDocument/recordTarget/ PatientID of the Data
patientRole/id Providers system (source
system)
uniqueld ClinicalDocument/id Uniqueld could be created

based on id from the CDA
document (e.g.
concat(ClinicalDocument/id/
@root
,ClinicalDocument/id/@exten
sion) %

author ClinicalDocument/author Values for the author
structure containing
authorlnstitution,
authorPerson, authorRole, ...
could be extracted from the
ClinicalDocument/author
sub-elements and attributes

parentDocumentRelati ClinicalDocument/relatedDocum If this optional parameter is

onship ent/@typeCode given inside the CDA, this
value could be extracted to
put in the value inside the
XDS DocumentEntry metadata

parentDocumentld ClinicalDocument/ If this optional parameter is
relatedDocument/parentDocume  given inside the CDA, this
nt/id value could be extracted to

put in the value inside the
XDS DocumentEntry
metadata. A value must exist
if
parentDocumentRelationship
is defined

When Data Providers already use the Affinity Domains codification system (e.g. for code,

typeCode) during the creation of the CDA document, no further mapping has to be done when

extracting the data for the XDS SubmissionSet or DocumentEntrySet.

Some of the required attributes listed in the chapters 8§5.3aand 85.3b are not part of the CDA -

Header and therefore could not be extracted from it. The Connector -API functions must be able

to create the appropriate values based on type definitions of the  Affinity Domain and provide

them for t he Submission Set.

Althoughthe CDAHeader i s capable of providing informatio
is used to represent recipients which should receive a copy of the document, we would prefer for

XDR the usage of a fuermctts ®@nwhpiach meheul dreecntpai n t |

2 For example in DICOMSR
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as defined in the SubmitDocumentsXDR (see85.4c) transaction . The oinforn
parameter of the CDA-Header is intended for the definition of persons which should become a
copy of the document at the time of the document authorship.

85.3d Platform document states and transitions

Patient access blocking of documents offers the capability for healthcare profes sionals to exclude

the patient from accessing and reading the document until he went to his doctor. This is a

functionality which is described in the Use -Cases and the functional specification. The

implementation on technical level for marking the document  as blocked is not as obvious as it
should. The XDSDocument EntrySet has a defined set
define the possibility to easily add new custom based attributes e.g. for blocking. So therefore a

special value for the confidentialityCode attribute could be defined, which signs that this

document shouldndt be opened by the patient hi mse
confidentialityCode to a level where the patient has access to. If no health professional has

changed the confidentialityCode after a certain amount of time since the documents were

present on the eSanté platform, the patient could be allowed to change the confidentialityCode

by himself. Although the confidentialityCode could be used to block/unbl ock the access to the

documents, it differs from the description of the Use -Cases and functional specification which

describe the Data Providers interface to the Connector -APL The Connector-API could internally

use the confidentialityCode as metadata when sharing the document at the platform, but provide

the functional parameter oOpatientreadbl oc®tdrimgg6 as
the unblocking code inside the CDA-R2 document could only be used by the Data Provider or the
Connector-APland the Data Consumer, because the document is stored encrypted at the

platform. Storing the unblocking code as part of the metadata of the XDSDocumentEntry of the
document will |l ead to an enhancement of the. docum
The process of unblocking a document, which could be initiated by a Data Consumer will be

described as a separate transaction (see 85.4r).

If documentscontaina 0 pati entreadbl ockingdé fl ag asHeadar,t of t
as an additional option to the parameter of the document submit functions, the following rules

apply:

patientreadblocking function patientreadblocking  Result

parameter document header

true true Document access will be blocked for the
patient

true false Document access will be blocked for the
patient

false true Document access will not be blocked

false false Document access will not be blocked

In cases where the documentort he document header doesnd6t contain
patient -read blocking, the parameter values which are provided during the function call have to

be used. In cases where the document contains this flag, the values are superseded by the value

of the oOpatientreadbl oc lAiemaively if aicarainh valoefor patenta mead e r .
blocking will be used for the parameter confidentialityCode, which could be part of the CDA R2

header instead of introducing an additional new header element, the following rules will apply:
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patientreadblocking confidentialityCode Result

function parameter header parameter

true >= o0patientr e Documentaccess will be blocked for
the patient

true < Opatientr ea Documentaccess will be blocked for
the patient

false >= oOpatient r e Documentaccess will not be blocked

false < Opatientr ea Documentaccess will not be blocked

In the second matrix we will look at the different states about the unblocking  -codes, we presume

that oOopatientreadblockingd6 is true:

unblockingcode function unblockingcode from Result

parameter document

set set Both codes must be identical, this must

be checked during the validation. If the
codes are not equal, an exception will

be thrown

set not set The unblocking code from the function
parameter will be used

not set set The unblocking code from the document
will be used

not set not set No unblocking code, the document

could only be unblocked by the health
professional

I n cases where the oOpatientreadblockingdé paramet e
given, the document could only be unblocked by an healthcare provider e.g. the reference doctor
of the patient.

85.3e Requirements for the usage of the entryUUID para meter as a transactionid

As shown in chapters §5.3a and §5.3b which define the XDSSubmissionSet and the
XDSDocumentEntry structure parameter which are required for the platform, the entryUUID
parameter is an important parameter for uniquely identifying instances of this types
(submissionsets or documents).

Concerning the assignments for the entryUUID, the IHE XDS specification defines a cascading
responsibility for supplying these parameters (for submissionsets and documents), because they
allow the provision of the UUID by the different actors Data Provider, Document Repository and
Document Registry. Therefore the following rules apply:

- If the DataProvider creates and assigns the entryUUID value as an UUID, this UUID must be
used by the Repository and Registry when storing the document.
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- If the Document Repository creates and assigns the UUID, this must than also be used by
the Document Registry.

So in both cases if the Document Registry receives a UUID as entryUUID, it must be used.

Normally entryUUIlI D6s are not superseded, the only
symbolic identifier (not a UUID) as value for the entryUUID, than the D ocument Registry has to

generate an UUID for the entryUUID itself.

This leads to the following conclusion concerning our specification, which is based on IHE XDS:

- The DataProvider must provide a transactionid as part of each function call of the
Connector-API. This transactionid as an UUID value will then be mapped to the entryUUID
of the XDSSubmissionSet which will be generated and provided by the Connector-API. The
Data Provider could store this transactionid and maybe use it later on for queries about
the submissionset.
- The entryUUI D6s for the document sAPlwi | | be gene

The entryUUID for documents, generated by the Connector -API, will also be used during the
creation of associations e.g. for document addendum and replacement. T he association objects
refer source - and target objects by using the entryUUID (UUID). If a Data Provider is directly
connected to the eSanté platform without using the Connector -API, he could create the
entryUUID also.

85.3f Unique document identifiers

The NOQUEI D6 dat at pleshoslgpbe asedta uaiguely identify documents from

Data Consumerds and Dat a Pr oueid, flgemefated apdosioredat of vi ew
Data Provi der 8 s-ondé ubed to refeenced tde parent document for replacement or
addendum. Otherwise a query must be executed to retrieve the entryUUID or uniqueid of the

document.

The O0UNI QUEI €adcomtantthe valugodthe ClinicalDocument/id@root attribute of the

CDA document, if an extension is given (e.g. ClinicalDocument/id@extension) it should be

included using the 67238 operator.

For example:

<id root=62.16.1.3.2. 4. 1n2i6q eexitde ns i on2=.61060.011.63>. 2 . 4.>1

For DICOM KOS object manifest filesthe value of the SOP instance UID should be usedas uniqueid
for the identif ication of the document.
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85.4 General Connector-API interface

In this chapter we describe the main functions of the Connector -API. They could be logically
divided into two categories, the Data Provider - and Data Consumer related functions. These
functions are exposed and are adapter functions which call the core platform functions described
in the chapt er before.

Audit-Trail messages which are generated during the transaction processing will not be described
in this functional specification, because they belong to the platform specific functional behavior.

85.4a Connector-API functions overview

ID: Name: Description :
FU-CON1 SubmitDocumentsXDR The caller (Data Provider) provides documents
(See 85.4¢) for known recipients (Data Consumer). This

function implements the reliable data
transmission. Documents which are successfully

submittedwillbe | i sted in the
the recipients.
FU-CON2 SubmitDocumentsXDS The caller (Data Provider) provides documents
(See §5.4d) which should be stored and linked to the
patient &s electronic health record.
FU-CON3 SubmitAddendumXDR The caller (Data Provider) provides addendum
(See 85.4e83.5) documents for known recipients (Data

Consumer). This function could be used to add
one Addendum Report to an already existing
report, possibly with none or some image
manifest files.

FU-CON4 SubmitAddendumXDS The caller (Data Provider) provides documents
(See 85.4f) which should be stored and linked to an already
existing document of the patient & electronic
health record.

FU-CONb5 CancelDocument This function will be used for the cancellation of
(See 85.49) documents which are shared using XDR or XDS.
Cancelling of documents on the platform

changes the documentstate f r om O Appr

0Deprecat edd, so that t
unavailable for viewing by normal data
consumers.
FU- CONG6 ReplaceDocumentXDR The caller (Data Provider) provides a
(See 85.4h) replacement document for known recipients

(Data Consumer). This function could be used to
replace an already existing document by a new
document.
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FU CON7 ReplaceDocumentXDS The caller (Data Provider) provides a document
(See 85.4i) which should be stored and replace an already
existing document of the patien t& electronic
health record.
FU-CONS8 QueryDocumentsXDR This function will be used to query for the list of
(See 85.4k) document - metadata which are available at the
0 | n Bdfoldér of the Data Consumer. The list
contains metadata about all documents with
status OApprovedd6 and w
downloaded/viewed by this Data Consumer yet.
FU-CON9 QueryDocumentsXDS This function will be used to query for the list of
(See §85.4I) document 6s metadata whi
patients shared electronic health record. The list
contains metadata about all documents with
status OApproved©éd.
FU-CON10 RetrieveDocumentsXDR This function will be used to retrieve documents
(See 85.4m) which are avai |l adfdlderofahe
Data Consumer. Only documents with status
OApproveddé and which ha
downloaded/viewed are available.
FU-CON11 RetrieveDocumentsXDS This function will be used to retrieve documents
(See 85.4n) from a patientds shared
FU-CON12 SubmitReferralXDS The caller (Data Provider) provides a referral
(See 85.40) document for a patient which should be stored
together with references to other documents
which are associated with this referral case.
These documents are linked to a new folder for
this referral, inside the patient & electronic
health record.
FU-CON13 QueryReferralXDS This function will be used to query for
(See 85.4p) documents of a patient related referral folder.
FU-CON14 QueryDocumentReaders This function will be used to query for the list of
(See 85.4q) recipients or Data Consumers (aka. document
readers) which have already downloaded/read a
document.
FU-CON15 UnblockDocuments This function will be used to unblock already
(See85.4r) bl ocked documents for p
platform level.
FU-CON16 QueryProvidedDocuments | This function will be used to query for the list of

(See§5.49

documents provided by one Data Provider.
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85.4b Connector-API functions detailed description

The following template will be used to describe the different functions. Each functional
description will be followed by a sequence diagram, which shows the interactions between the
system components.

ID: FU-CONX | Name of the functi on

Short Description: | A one or two phrase summary description of the function

Actors/Category: Id of the | Category where the function belongs to e.g. Data Provider layer
Actor or Data Consumer layer function

System Name of the system component which provides this functionality

component:

Trigger event: An event which is the cause of this function call

Preconditions : A list of conditions which must be fulfilled in order to call this function. If

these preconditions are not met, the function could not be  used.

Input Parameters: | A list of input parameters of the function, with name, type, cardinality and
description.

Validation: A list of parameter validations which have to be done. Each line of the list
defines a unique ID for a validation belonging to this function. The
validations themselves and the possible occurring exceptions are described.

Processing: The rows and columns of this sub-table describe the whole steps of the
transaction/workflow processing. These steps are visually reflected in the  sequence diagram
following each functional description. Only Connector -API functions/function calls are described,
core platform function calls could be present in the sequence diagram but not described here in
detail.

PX Name of the processing step or function call

Detailed description of this processing step, including a ID which corresponds to the number of
the function inside of the sequence diagram and possible exceptions which could occur.

Postconditions: Declaration of the properties which are guaranteed upon completion of the
routine's execution. The postcondition defines that in cases in which the
function is called, in a state in which its precondition holds, the properties
declared by the postcondition are assured.

Output The output parameters of the function, with name, type, cardinality and
Parameter: description.
Comments: Additional comments and remarks concerning the transaction
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85.4¢c FU-CON1:; SubmitDocumentsXDR

ID: FU-CON1 | Name: | SubmitDocumentsXDR

Short Description: | The caller (Data Provider) provides documents for known recipients (Data
Consumer). This function implements the reliable data transmission.
Documents which are successfully su
folder of the recipients.

Actors/Category: Al Data Provider layer function

System Connector 6 API

component:

Trigger event: User interaction

Preconditions : e The Data Provider is already registered at the eSanté platform as a user

and the system granted him the access to the functions after checking
his appropriate rights.

e The Data Provider creates CDA R2 documents as medical reports. These
medical reports should be signed electronically by the Data Provider.

e The Data Provider must be able to create a unique identifier for the
transaction, which must be a n UUID.

Input Parameters: Name Type Cardinality =~ Description
transactionid uuib 1 Unique identifier
for this
transaction
recipients RecipientRec lorn Intended
recipients
identification
provider ProviderRec 1 Provider
identification
title String Oorl Text which
describes the
transaction %
comment String Oorl Additional
description text
documents DocumentRef lorn Documents which
should be
submitted
Validation: ID  Validation Exceptions

V1 Parameter oOtr ans a InvalidUuidExeption
a valid unique identifier by terms of
an UUID.

V2 Par amerteecri poi ent s 6 UnknownRecipientException
contain valid and known recipients.

ZThe otitled attribute as the ocommenté attribute too, desown be the
otitled and ocomment 6 attribute as par 853infthisddcenenyL 7 CDA R2 header ( se
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If one of the recipients could not be
identified, an Exception is thrown.

V3 Parameter o0Opr ovtoa UnknownProviderException
valid registered provider

V4 Parameter otitl ed InvalidLengthException
string and must not be larger than
the defined number of chars for this
field

V5 Parameter o0commen InvalidLengthException
valid string and must not be larger
than the defined number of chars

for this field
V6 Par amet er o0docume Different Exceptions could
contain references to valid occur e.g.
documents in HL7-CDA R2 format, InvalidURLEXxception or other
providing the mandatory fields Exceptions depending on the
described in 85.3c document format and
content.
V7  Validate the electronic signature. NoSignatureFoundException
The documents should be digitally InvalidSignatureException
signed and contain a qualified
digital signature with certified
timestamp from a timestamp
service.”
Signature related data must be
compliant to the Data Providers
identity.
Processing: Seealso Sequence Diagram for SubmitDocumentsXDR
P1 submitDocumentsXDR
ID Description Exceptions
1  Function called by Data Provider to share Different Exceptions could occur
documents with the intended recipients. during the whole transaction and are
listed at subsequent processing steps.
P2 validatelnputParameters
ID  Description Exceptions
1.1 Allinput parameters including the files (e.g. SeeValidation section above

medical reports) must be checked for
consistency. Electronic signature of the
medical report will be checked if exists.

P3 extractHeaderData

ID Description Exceptions
1.2 Data of the required fields from the CDAR2 & ParameterException
Header of the reports are extracted for

2 Quialified digital signature must contain a signed timestamp from a timestamp service, maybe provided by a Trustcenter.
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further use (e.g. when creating the
SubmissionSet and DocumentEntrySet
structures). Values for required fields must be
present and valid.

P4 getPublicKeyCertificate

ID Description

Exceptions

1.3 Using this function the TTP is called to
provide a Public-Key Certificate.

1.3.2  getPublicKeyCertificate response: The
Public-Key Certificate is responded by the
TTP. This certificate must be an X.509
compliant certificate which contains the
public-key gained from the TTP, which will
be used for data encryption. This public -key
certificate must be validated.

CertificateException

P5 encryptDocuments
ID Description Exceptions
1.4  The documents are encrypted before they can  EncryptionException
be delivered to the platform.
The encryption procedure must use the
public-key gained before from the TTP for the
encryption of the files.
P6 createSubmissionSet
ID Description Exceptions

15 Creates and prepares the XML based
representation of the metadata and embeds
the documents for transmission to the
platform. A unique identifier must be created
for each embedded document. The value of
the parameter Otransac
as unique identifier for the transaction, the
values of the paramet €
be placed as value of
field of the submissionset d metadata.

CreateSubmissionsetException

P7 signSubmissionSet

ID Description

Exceptions

1.6 The submission set will be electronically
signed to prevent it against data corruption.
The signature algorithm should use the
private -key of the Connector for signature

CreateSignatureException

creation.
P8 provideAndRegisterDocumentSet
ID Description Exceptions

1.7 This is the transaction which must be used to

During the execution of the platform
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transfer the documents from the local transaction, different Exceptions could
institution/health professionals to the occur, e.g. XDSRegistryNotAvailable if
intended recipients. Therefore the created the Registry connection could not be

SubmissionSet is used. SedFU-COREL. established. These exceptions are part

of the IHE Technical Framework
specification (Vol. 3).
1.8 provideAndRegisterDocumentSet
Response: Astructured XML file will be send
back as a response of the
provideAndRegisterDocumentSet transaction.
2 submitDocumentsXDR
Response: If the transaction succeeds the
success- state and possibly a list of warnings
will be send back.

Postconditions: The operation of transmitting and storing the documents for the intended
recipients is atomic. If an error occurs which prevents the delivery of a
single document, the whole transaction will be cancelled.

success The documents are provided for the intended recipients
successfully. The parameter 0
array with warning messages, but not with an error.
failure An error occurred during the provision of the documents. The
parameter OmessagesO6 contains
occurred.
Output Name Type Cardinality Description
Parameter: success Boolean 1 True/False
messages String(] Oorl Message e.g.

warnings/errors
The output parameters are encapsulated inside of a XML structure.

Comments: e The Data Provider creates and provides the unique identifier for the
transaction (UUID) as well as the unique identifiers (uniqueid) for the
documents (e.g. as part of the CDA document header,
ClinicalDocument/id) and therefore will be able to reference to these
transaction/document.

¢ Notification of the recipients who have subscribed to be noticed about
the arrival of new reports is done by the Notification Service. The
Notification Service itself gets the event from the Document Registry
which is shown in the sequence diagram by the n otify() call between
both services.

e Like Email, the documents are provided in the InBox -Folder for the
selected Data Consumers. So far, there are no restrictions foreseen
about who could send a message/document to whom. An enhancement
would be to allow th e Data Consumer to set restrictions on his InBox-
Folder.
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Sequence Diagram for SubmitDocumentsXDR

The main platform scenario for the usage of the function will be shown as part of the sequence
diagram below.

NotifizationServer
I
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|

’E]
|
|
|
|
|
|
|
i

1.7.2.1: processRequest{DRY)
1.7.2.2: iegisteMetadata()
1.7.2.3: notify()

Documen
Regitry
A
T

1.7.2.4: registerDocumentSet - Response

1.7.2 egisterDocumentSet(intendedRecip)

Document
Repasilory
i
J 1.7.1: processRequestXDR)

1.3.1: processPublcKeyCeytficate Request)

PatientRegister
TP
I
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|

312: response: publicKeyCertificate

18 provideﬂnndRegisterDo#umentSei «Response

1.4; encryptDocuments])
1.5: createSubmissionSet()

z 1.6 signSubmission3et

1.3: getPublicKey Certificate()

z 12 exracHeadeDatal) [}

e
z 1.1 validatelnputParameters()

Connector
API
[
|
g

1 submitDocumentsX DR}
2 submitDocumentsX DR - Response

DataProvider

Cahier_des_charges_Technique_General_v1.docx 45/ 158 Version 1.0, 20.12.2011



Cabhier des charges technique
General Requirements Document
Heiko Zimmermann

Centre de Ressources des Technologies
pour la Santé

85.4d FU-CON2: SubmitDocumentsXDS

ID: FU-CON2 | Name: | SubmitDocumentsXDS

Short Description: | The caller (Data Provider) provides documents which should be stored and
linked to the patient & electronic health record.

Actors/Category: Al Data Provider layer function

System Connector 0 API

component:

Trigger event: User interaction

Preconditions : e The Data Provider is already registered at the eSanté platform as a user

and the system granted him the access to the functions after checking
his appropriate rights.

e The actor knows the patient and offers demographic data of the
patient.

e The Data Provider creates CDA R2 documents/reports. The medical
report should be signed electronically by the Data Provider.

e The Data Provider must be able to create a unique identifier for the
transaction, which mus t be an UUID.

Input Parameters: Name Type Cardinality =~ Description
transactionid uuID 1 Unique identifier
for this
transaction
patient PatientRec 1 Patient ds
demographic data
provider ProviderRec 1 Provider
identification
title String Oorl Text which
describes the
transaction
comment String Oorl Additional
description text
documents DocumentRef lorn Document e.g.
medical report
patientreadblocking Boolean Oorl True/False - Flag

to sign that the
document could
not be read by the
patient %,

unblockingcode String Oor1l Parameter may be
used if
patientreadblocki
ng = True. The
patient could use
the unblocking

% Default value is: False, so the patients a ccess to the documents is not blocked by default.

Cahier_des_charges_Technique_General_v1.docx 46/ 158 Version 1.0, 20.12.2011



Cabhier des charges technique
General Requirements Document
Heiko Zimmermann

Centre de Ressources des Technologies
pour la Santé

code to get access
to the
document?.

Validation: ID  Validation Exceptions

V1 Par amet eactoitor@ingd InvalidUuidExeption
a valid unique identifier by terms of
an UUID.

V2 Par ameptaetri eont 6 mu s PatientldentException
valid values for all mandatory
fields.

V3 Parameter oOopr ovi d UnknownProviderException
valid registered provider

V4 Parameterot i t | ed must InvalidLengthException
string and must not be larger than
the defined number of chars for this
field

V5 Parameter o0commen InvalidLengthException
valid string and must not be larger
than the defined number of chars

for this field.

V6 Par amet er o0docume Different Exceptions could
contain a reference to valid occur e.g.
documents in HL7-CDA R2 format, InvalidURLEXxception or other
providing the mandatory fields Exceptions depending on the
described in 85.3c document format and

content.

V7 Parameter oOpatien
set must be a valid Boolean
(True/False) value.

V8 Parameter ounbl oc InvalidLengthException
should be could be provided if
Opatientreadbl ock
must not be larger than the defined
number of chars for this field.

V9  Validate the electronic signature. NoSignatureFoundException
The documents should be digitally InvalidSignatureException
signed and contain a qualified
digital signature with certified
timestamp from a timestamp
service.

Signature related data must be
compliant to the Data Providers
identity.

Processing: Seealso Sequence Diagram for SubmitDocumentsXDS

P1 submitDocumentsXDS

24 There could be situations where the patientreadblocking 8Flag is set and no unblockingcode was given. In those situations only a
healthcare provider which has access to the document e.g. the general prac titioner, could unblock the document for the patient.
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ID Description Exceptions
1  Function called by Data Provider to share Different Exceptions could occur
documents using the eSanté platform. during the whole transaction and are
listed at subsequent processing steps.
P2 validatelnputParameters
ID  Description Exceptions

1.1 Allinput parameters including the files must be SeeValidation section above
checked for consistency. Electronic signature
of the medical reports will be checked if exists.

P3 extractHeaderData

ID Description Exceptions
1.2 Data of the required fields from the CDAR2 & ParameterException

Header of the reports are extracted for

further use (e.g. when creating the

SubmissionSet and DocumentEntrySet

structures). Values for required fields must be

present and valid, Patient related data must

becompl i ant to the dat a

Parameter from the PatientRec.

If the metadata of the documents contain

information about oOpat

ounbl ockingcoded, ther

validated as described in the matrix at

chapter 85.3d.

P4 deldentify %
ID Description Exceptions
1.3 Patient identifying data (Parameter IdentityMatchException

Opatientdéd) are used fc
with the right identity, the appropriate
pseudonym must be found.?®

1.4 deldentify response: A messagelD
corresponding to this TTP transaction.
The messagelD should be used later on as a
replacement for the patientlD for Submission -
and DocumentEntrySet.

P5 checkConsent’
ID Description Exceptions
15 Using the messagelD from the TTP, it is NoConsentException

checked if a patient has given consent to
share his medical data inside a longitudinal
electronic health record.

% More details about the deldentify function will be described in the technical specification of the eSanté platform

% The TTP response if the patient related data do not match to an identity at the TTP o if the patient is not registered at the TTP

already, has to be defined finally in context with the opt  -out scenario for the participation of the patient.

27 This consent is not about checking access policies to the health record of a patient, thisis done wi th the o6checkAccess
function on platform level. See 84 for more information about platform security issues.
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If consent has been given, true should be
returned, false otherwise.

P6

getPublicKeyCertificate

ID

Description Exceptions

1.6

1.6.2

Using this function the TTP is called to CertificateException
provide a Public-Key Certificate.

getPublicKeyCertificate response: The

Public-Key Certificate is responded by the

TTP. This certificate must be an X.509

compliant certificate which contains the

public-key gained from the TTP, which will

be used for data encryption. This public -key

certificate must be validated.

P7

encryptDocuments

ID

Description Exceptions

1.7

The documents are encrypted before they can  EncryptionException
be delivered to the platform.

The encryption procedure must use the

public-key gained before from the TTP for the

encryption of the files.

P8

createSubmissionSet

ID

Description Exceptions

1.8

Creates and prepares the XML based CreateSubmissionsetException
representation of the metadata and embeds

the documents for transmission to the

platform. A unique identifier must be created

for each embedded document. The messagelD

could be used as patientID?®. The value of the

parameter Otransactior

unique identifier for the transaction.

P9

signSubmissionSet

ID

Description Exceptions

1.9

The submission set will be electronically CreateSignatureException
signed to prevent it against data corruption.

The signature algorithm should use the

private -key of the Connector for signature

creation.

P10

provideAndRegisterDocumentSet

ID

Description Exceptions

1.10

This is the transaction which must be used to During the execution of the platform
transfer the documents from the local transaction, different Exceptions could
institution/health professionals to the eSanté occur, e.g. XDSRegistryNotAvailable if

% This is not IHE XDS compliant but could be an easy solution, otherwise the metadata -set of DocumentEntry has to be extended. See
chapter §8for more details. This has to be discussed finally.
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platform. Therefore the created the Registry connection could not be
SubmissionSet is used. SedFU-COREL. established. These exceptions are part
of the IHE Technical Framework
specification (Vol. 3).
1.11 provideAndRegisterDocumentSetResponse: A
structured XML file will be send back as a
response of the
provideAndRegisterDocumentSet transaction.
2 submitDocumentsXDS
Response: If the transaction succeeds the
success- state and possibly a list of warnings
will be sent back.

Postconditions: The operation of transmitting and storing the documents for sharing with
the eSanté platform is atomic. If an error occurs which prevents the
delivery of a single document, the whole transaction will be cancelled.

success The documents are shared and are accessible for authorized
users. The parameter Omessage
warning messages, bu not with an error.
failure An error occurred during the document sharing. The parameter
OmessagesO6 contains the |ist
Output Name Type Cardinality Description
Parameter: success Boolean 1 True/False
messages String[] Oorl Message e.g.

warnings/errors
The output parameters are encapsulated inside of a XML structure.

Comments: e The Data Provider creates and provides the unique identifier for the
transaction (UUID) as well as the unique identifiers (uniqueid) for the
documents (e.g. as part of the CDA document header,
ClinicalDocument/id) and therefore will be able to reference to these
transaction/document.

¢ Notification of the users (e.g. patient, reference doctor of the patient)
who have subscribed to be noticed about the arrival of new documents
is done by the Notification Service. The Notification Service itself gets
the event from the Document Registry w hich is shown in the sequence
diagram by the notify() call between both services.
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Sequence Diagram for SubmitDocumentsXDS
diagram below.
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85.4e FU-CON3: SubmitAddendumXDR

ID: FU-CON3 | Name: | SubmitAddendumXDR

Short Description: | The caller (Data Provider) provides addendum documents for known
recipients (Data Consumer). This function could be used to add addendum
reports to an already existing report.

Actors/Category: Al Data Provider layer function

System Connector 6 API

component:

Trigger event: User interaction

Preconditions : e The Data Provider is already registered at the eSanté platform as a user

and the system granted him the access to the functions after checking
his appropriate rights.

e The Data Provider creates a CDA R2 document as medical report . The
medical report should be signed electronically by the Data Provider.

e The Data Provider must be able to create a unique identifier for the
transaction, which must be an UUID.

Input Parameters: Name Type Cardinality ~ Description
transactionid uuID 1 Unique identifier
for this
transaction
recipients RecipientLst 1 List of intended
recipients
provider ProviderRec 1 Provider
identification
title String Oorl Text which
describes the
transaction
comment String Oorl Additional
description text
documents DocumentRef lorn Documents which
should be an

addendum to a
former document

Validation: ID Validation Exceptions
V1 Parameterot r ansacti oni «InvalidUuidExeption
valid unique identifier by terms of an
UuUID.

V2 Par amerteecri poi ent s 6 m UnknownRecipientException
list of valid and known recipients.

V3 Parameter opr ovi de i UnknownProviderException
valid registered provider

V4 Parameter oOtitl ed 1 InvalidLengthException
string and must not be larger than the
defined number of chars for this field
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V5 Par ameter
string and must not be
defined number of cha

V6 Par ameter

V7 Validate the electronic

and contain a qualified
signature with certified

Signature related data

identity.

references to valid documents in HL7 -
CDA R2 format, providing the
mandatory fields described in 85.3c

documents should be digitally signed

from a timestamp service.

compliant to the Data Providers

0 comme nt «lInvalidLengthException

larger than the

rs for this field

0 d o ¢ u me n 1 Different Exceptions could
occur e.g. InvalidURLEXxceptiof
or other Exceptions depending
on the document format and
content.
NoSignatureFoundException
InvalidSignatureException

signature. The

digital
timestamp

must be

Processing Seealso Sequence Diagram for SubmitAddendumbDocumentsXDR

P1 submitAddendumbDocumentsXDR

ID Description

Exceptions

1  Function called by Data Provider to share Different Exceptions could occur
documents with the intended recipients. during the whole transaction and are
listed at subsequent processing steps.
P2 validatelnputParameters
ID Description Exceptions
1.1 Allinput parameters including the files (e.g. SeeValidation section above
medical reports) must be checked for
consistency. Electronic signature of the
medical report will be checked if exists.
P3 extractHeaderData
ID Description Exceptions
1.2 Data of the required fields from the CDA R2 6 ParameterException
Header of the reports are extracted for
further use (e.g. when creating the
SubmissionSet and DocumentEntrySet
structures). Values for required fields must be
present and valid. Although maybe present,
the CDAGheader el ement O0OP
could not be validated.
P4 getPublicKeyCertificate
ID Description Exceptions
1.3 Using this function the TTP is called to CertificateException
provide a Public-Key Certificate.
1.3.2 getPublicKeyCertificate response: The
Public-Key Certificate is responded by the
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TTP. This certificate must be an X.509
compliant certificate which contains the
public-key gained from the TTP, which will
be used for data encryption. This public -key
certificate must be validated.

P5

encryptDocuments

ID

Description

Exceptions

1.4

The documents are encrypted before they can
be delivered to the platform.

The encryption procedure must use the
public-key gained before from the TTP for the
encryption of the files.

EncryptionException

P6

createSubmissionSet

ID

Description

Exceptions

15

Creates and prepares the XML based
representation of the metadata and embeds

the documents for transmission to the

platform. A unique identifier must be created

for each embedded document. The value of
the parameter oOtransac
as unique identifier for the transaction, the
values of the paramet €
be placed as value of
field of the submissionset d metadata.

CreateSubmissionsetException

P7

signSubmissionSet

ID

Description

Exceptions

1.6

The submission set will be electronically
signed to prevent it against data corruption.
The signature algorithm should use the
private -key of the Connector for signature
creation.

CreateSignatureException

P8

provideAndRegisterDocumentSet

ID

Description

Exceptions

1.7

1.8

This is the transaction which must be used to
transfer the documents from the local
institution/health professionals to the
intended recipients. Therefore the created
SubmissionSet is used. SedFU-COREL.

provideAndRegisterDocumentSet

Response: A structured XML file will be send
back as a response of the
provideAndRegisterDocumentSet transaction.
submitAddendumDocumentsXDR

During the execution of the platform
transaction, different Exceptions could
occur, e.g. XDSRegistryNotAvaihble if
the Registry connection could not be
established. These exceptions are part
of the IHE Technical Framework
specification (Vol. 3).
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Response: If the transaction succeeds the
success- state and possibly a list of warnings
will be sent back.

Postconditions: The operation of transmitting and storing the documents for the intended
recipients is atomic. If an error occurs which prevents the delivery of a
single document, the whole transaction will be cancelled.

success The documents are provided for the intended recipients
successfully. The parameter 0 messageso6 coul d
array with warning messages, but not with an error.

failure An error occurred during the provision of the documents. The
parameter OmessagesO contains
occurred.
Output Name Type Cardinality Description
Parameter: success Boolean 1 True/False
messages String[] Oorl Message e.g.

warnings/errors
The output parameters are encapsulated inside of a XML structure.

Comments: e The Data Provider creates and provides the unique identifier for the
transaction (UUID) as well as the unique identifiers (uniqueid) for the
documents (e.g. as part of the CDA document header,
ClinicalDocument/id) and therefore will be able to reference to these
transaction/document.

¢ Notification of the recipients who have subscribed to be noticed about
the arrival of new reports is done by the Notification Service. The
Notification Service itself gets the event from the Document Registry
which is shown in the sequence diagram by the notify() call between
both services.

e Because of XDR the platform could not guarantee that the original
document still exists, referencing this document inside the metadata of
the XDSSubmissionSet would lead to an Exception on Document Registry
level if the referenced document does not exist any more. Therefore the
addendum report must itself clearly state what it is (e.g. by using
appropriate values of the Affinity Domain for ClinicalDocument/code )
and which other report it refers to. The report as a CDA R2 document
could contain as partofthe header the oO0Parent Dogc
using XDR the platform should not validate this parameter, because the
referenced document could have been already deleted from the
platform. This reference could instead be evaluated on Document
Consumers side, where the original document should reside.

e There is no validation if the patient of the addendum report is the same
as the one of the original report. This is because when using XDR, no
patient identification information is provided on transaction level.
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Sequence Diagram for SubmitAddendumbDocumentsXDR

The main platform scenario for the usage of the function will be shown as part of the sequence
diagram below.
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8§5.4f FU-CON4: SubmitAddendumXDS

ID: FU-CON4 | Name: | SubmitAddendumXDS

Short Description: | The caller (Data Provider) provides documents which should be stored and
linked to an already existing document of the patient & electronic health

record.

Actors/Category: Al Data Provider layer function

System Connector 6 API

component:

Trigger event: User interaction

Preconditions : e The Data Provider is already registered at the eSanté platform as a user
and the system granted him the access to the functions after checking
his appropriate rights.

e The actor knows the patient and offers demographic data of the
patient.

e The Data Provider creates a CDA R2 document as medical report. The
medical report should be signed electronically by the Data Provider.

e The Data Provider must be able to create a unique identifier for the
transaction, which must be an UUID.

e The Data Provider should provide a unique document identifier of the
original document (parentref) to where the new document will be
appended. The Data Provider could get this identifier by executing an
appropriate query to the eSanté platform 2°.

Input Para meters: Name Type Cardinality  Description
transactionid UuID 1 Unique identifier
for this transaction
patient PatientRec 1 Patient ds
demographic data
provider ProviderRec 1 Provider
identification
title String Oorl Text which
describes the
transaction
comment String Oorl Additional
description text
addendumdocuments  DocumentRef 1 orn Documents which
should be an

addendum to a
former document
parentref UNIQUEID 0 Globally unique
identifier of the
parent Document

% The additional communication for querying the unique documentid of the parent document could be omitted if the Data Provider
could provide the uniqueid (from the ClinicalDocument/id of the parent document) or the parentDocumentld (from the new
document) from a lo cal storage.
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instance

patientreadblocking Boolean Oorl True/False - Flag to
sign that the
document could not
be read by the
patient .

Parameter may be
used if
patientreadblocking
= True. The patient
could use the
unblocking code to
get access to the

document.

unblockingcode String Oorl

Validation: ID  Validation Exceptions

Vl Parameter oO0tr ans a InvalidUuidExeption
a valid unique identifier by terms of
an UUID.

V2 Par ameptaetri eont 6 mu < PatientldentException
valid values for all mandatory
fields.

V3 Parameter oOpr ovi d UnknownProviderException
valid registered provider

V4 Parameter otitl ed InvalidLengthException
string and must not be larger than
the defined number of chars for this
field

V5 Parameter o©0commen InvalidLengthException
valid string and must not be larger
than the defined number of chars
for this field

V6 Par ameter

0 addend Different Exceptions could

must contain references to valid
reports in HL7-CDA R2 format,
providing the mandatory fields

occur e.g.
InvalidURLEXxception or other
Exceptions depending on the

document format and

content.

Vi Parameter oOpar ent InvalididentfierException
must be a valid document identifier could occure if reference is
(UNIQUEIDof the parent document not in a valid format.
where this document is the
addendum for. *°

described in §5.3c

%0 This validation procedure normally does not check if the given unique identifier for the original document links to a documen t which
is already registered in the Document Registry. Although it would be possible to query the Document Registry  for the existence of this

document to validate the parameter value, the validation of the unique identifier for the referenced document should be done later
on the Document Registry side during the RegisterDocument transaction. If the unique identifier of  the original document is given but
this document doesndt exist, an Exception wild/l be rai seddmumgntt he tr @

will be registered anyway but just like a submitted document without association.
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V8 Parameter oOpatien
set must be a valid Boolean
(True/False) value.

V9 Parameter ounbl oc InvalidLengthException
should be could be provided if
opatientreadbl ock
must not be larger than the defined
number of chars for this field.

V10 Validate the electronic signature. NoSignatureFoundException
The documents should be digitally InvalidSignatureException
signed and contain a qualified
digital signature with certified
timestamp from a timestamp
service.

Signature related data must be
compliant to the Data Providers
identity.

Processing: Seealso Sequence Diagram for SubmitAddendum Documents XDS

P1 submitAddendumReportXDS
ID Description Exceptions
1  Function called by Data Provider to share Different Exceptions could occur
documents using the eSanté platform. during the whole transaction and are
listed at subsequent processing steps.
P2 validatelnputParameters
ID  Description Exceptions

1.1 Allinput parameters including the files must be SeeValidation section above
checked for consistency. Electronic signature
of the medical report will be checked if exists.

P3 extractHeaderData

ID Description Exceptions
1.2 Data of the required fields from the CDAR2 & ParameterException

Header of the reports are extracted for

further use (e.g. when creating the

SubmissionSet and DocumentEntrySet

structures). Values for required fields must be

present and valid, Patient related data must

becompl i ant to the dat a

Parameter from the PatientRec.

If the metadata of the documents contain

information about opat

ounbl ockingcoded6, ther

validated as described in the matrix at

chapter 85.3d. If CDA-Header contains values
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for oParent Document 6

oParent Document | D6 bot

later -on as DocumentEntry metadata, without
verification.

P4 deldentify

ID Description

Exceptions

1.3 Patient identifying data (Parameter
Opatientdé) are used f
with the right identity so the appropriate
pseudonym must be found.

1.4 deldentify response: A messagelD
corresponding to this TTP transaction.

The messagelD should be used later on as a
replacement for the patientlD for Submission -
and DocumentEntrySet.

IdentityMatchException

P5 checkConsent

ID Description

Exceptions

15 Using the messagelD from the TTP, it is
checked if a patient has given consent to
share his medical data inside a longitudinal
electronic health record.

If consent has been given, true should be
returned, false otherwise.

NoConsentException

P6 getPublicKeyCertificate

ID Description

Exceptions

1.6 Using this function the TTP is called to
provide a Public-Key Certificate.

1.6.2 getPublicKkeyCertificate response: The
Public-Key Certificate is responded by the
TTP. This certificate must be an X.509
compliant certificate which contains the
public-key gained from the TTP, which will
be used for data encryption. This public -key
certificate must be validated.

CertificateException

P7 encryptDocuments

ID Description

Exceptions

1.7 The documents are encrypted before they can
be delivered to the platform.
The encryption procedure must use the
public-key gained before from the TTP for the
encryption of the files.

EncryptionException

P8 createSubmissionSet

ID Description

Exceptions

1.8 Creates and prepares the XML based

CreateSubmissionsetException

Cahier_des_charges_Technique_General_v1.docx 60/ 158

Version 1.0, 20.12.2011



(UDOr

Centre de Ressources des Technologies
pour la Santé

Cabhier des charges technique
General Requirements Document
Heiko Zimmermann

representation of the metadata and embeds
the documents for transmission to the
platform. A unique identifier must be created
for each embedded document. The messagelD
could be used as patientID (see 88). If
parameter oOparentrefo
association object inside the SubmissionSet
will be created which links the original
document and the new documents. For the
addendum an association object must be
defined whi ch links the new report as
0Sour ce Obj e cubhidue igentifieh oft
the already existing document as
0OTarget Objectod and as
0 APNDO . -Heafler comains values for
oParent Document 6 and
both values will be used as DocumentEntry
metadata, without verification.

tn

P9 signSubmissionSet

ID Description

Exceptions

1.9 The submission set will be electronically
signed to prevent it against data corruption.
The signature algorithm should use the
private -key of the Connector for signature
creation.

CreateSignatureException

P10 provideAndRegisterDocumentSet

ID Description

Exceptions

1.10 This is the transaction which must be used to
transfer the documents from the local
institution/health professionals to the eSanté
platform. Therefore the created
SubmissionSet is used. SedU-COREL.

1.11 provideAndRegisterDocumentSet
Response: A structured XML file will be send
back as a response of the
provideAndRegisterDocumentSet transaction.

2 submitAddendumbDocumentsXDS
Response: If the transaction succeeds the
success- state and possibly a list of warnings
will be sent back.

During the execution of the platform
transaction, different Exceptions could
occur, e.g. XDSRegistryNotAvailable if
the Registry connection could not be
established. These exceptions are part
of the IHE Technical Framework
specification (Vol. 3).

Postconditions:

The operation of transmitting and storing addendums of a document for
sharing with the eSanté platform is atomic. If an error  occurs which
prevents the delivery of a single document, the whole transaction will be
cancelled.

success The documents are shared and are accessible for authorized
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users. The parameter Omessage
warning messages, but not wit h an error.
failure An error occurred during the document sharing. The parameter
omessagesOd contains the 1ist
Output Name Type Cardinality Description
Parameter: success Boolean 1 True/False
messages String(] Oorl Messagee.g.

warnings/errors
The output parameters are encapsulated inside of a XML structure.

Comments: e The Data Provider creates and provides the unique identifier for the
transaction (UUID) as well as the unique identifiers (uniqueid) for the
documents (e.g. as part of the CDA document header,
ClinicalDocument/id) and therefore will be able to reference to these
transaction/document.

¢ Addendum Reports could also be blocked as when sharing the original
report. This is similar to §5.4d.

¢ Notification of the users (e.g. patient, reference doctor of the patient)
who have subscribed to be noticed about the arrival of new reports is
done by the Notification Service. The Notif ication Service itself gets the
event from the Document Registry which is shown in the sequence
diagram by the notify() call between both services.

e The platform functionality is responsible to verify if the given reference
identifier to the original document exists and if the document is in a
appropriate document state. The document being appended to, must be
in OApproveddé state amntiethisdbt het wi
occur. It also has to be checked on Document Repository level that the
patient, for whom the addendum documents should be stored, is the
same patient which belongs to the parent document. Internally the
Registry therefore has to que ry the TTP using the pseudonym of the
parent document and the messageid of the new document to verify if
the pseudonyms belong to the same person (e.g. see transaction
equalldentity inside the interaction diagram ).
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85.4g FU-CONb5: CancelDocument

ID: FU-CON5 Name: | CancelDocument

Short Description: | This function will be used for the cancellation of documents which are

shared using XDR or XDS. Cancelling of documents on the platform changes
the document state from O0OApproved®o
document is unavailable for viewing by normal data consumers.

Actors/Category: Al Data Provider layer function

System Connector 6 API

component:

Trigger event: User interaction

Preconditions : e The Data Provider is already registered at the eSanté platform as a user

and the system granted him the access to the functions after checking
his appropriate rights.

e The Data Provider must be able to create a unique identifier for the
transaction, which must be an UUID.

e The Data Provider must be the creator of the document which he wants
to cancel.

e The Data Provider should provide uniqgue document identifier for the
document to cancel ( UNIQUEID This identifier could be provided from
t he Data Providerds system or the
by executing an appropriate query to the eSanté platf orm.

Input Parameters: Name Type Cardinality ~ Description
transactionid UuID 1 Unique identifier
for this
transaction
provider ProviderRec 1 Provider
identification
title String Oorl Text which
describes the
transaction **
comment String Oorl Additional
description text
cancelmessage String 1 Message which

should describe
the reason for the
cancellation. This
text will be used
as content for the
cancellation
message and
notification.

canceldoc UNIQUEID 1 Unique identifier
of document to

®The otitledé attribute as the ocommentd attribute too, describe the
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cancel

Validation: ID  Validation Exceptions

Vl Parameter oOtr ans a InvalidUuidExeption
a valid unique identifier by terms of
an UUID.

V2 Parameter oOpr ovi d UnknownProviderException
valid registered provider

V3 Parameter otitl eo InvalidLengthException
string and must not be larger than
the defined number of chars for this
field

V4 Par ameter o0commen InvalidLengthException
valid string and must not be larger
than the defined number of chars
for this field

V5 Parameter oOcancel InvalidLengthException
be a valid string and must not be
larger than the defined number of
chars for this field

V6 Par amecanealdocd mu st InvalidldentifierException
contain as value a unique identifier could occur if reference is
for the document which should be  not in a valid format.
canceled.

Processing: Seealso Sequence Diagram for CancelDocument

P1 cancelDocument
ID Description Exceptions
1 Function called by Data Provider to cancel a Different Exceptions could occur
shared document, no matter if it was provided during the whole transaction and are
using XDR or XDS functions. listed at subsequent processing steps.
P2 validatelnputParameters
ID  Description Exceptions
1.1 Allinput parameters must be checked for SeeValidation section above
consistency.
P3 createSubmissionSet
ID Description Exceptions
1.2 Creates and prepares the XML based CreateSubmissionsetException

representation of the metadata. For the
document which should be cancelled an
association xml element must be created. The

%2 A validation if the document identifiers belong to really existing documents registered at Document Registry side is not done here.
This is part of the validation procedure of the Document Registry. Documents which should be cancelled but not registered a  t
Document Registry side should lead to warning messages, but the transaction should not fail.
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original (current) state of the document and

the new state O0Deprece
must be given. The association must link the
Submi ssionSet as O0sour
document |l D as o0target(
P4 signSubmissionSet
ID Description Exceptions
1.3  The submission set will be electronically CreateSignatureException
signed to prevent it against data corruption.
The signature algorithm should use the
private -key of the Connector for signature
creation.
P5 updateDocumentSet
ID Description Exceptions
1.4 This is the transaction which must be used During the execution of the platform
to update the document metadata. transaction, different Exceptions could
Therefore the created SubmissionSet must occur, e.g. XDSRegistryNotAvailable if
be used. the Registry connection could not be
established. These exceptions are part
of the IHE Technical Framework
specification (Vol. 3).
UnresolvedUuidException if a
documentEntry with this ID could not
be found.
1.4.4  updateDocumentSetResponse
Response: A structured XML file will be send
back as a response of the
provideAndRegisterDocumentSet
transaction.
2 cancelDocumentsResponse
Response: If the transaction succeeds the
success- state is the response, otherwise
the failure - state possibly with a list of
warnings will be send back.
Postconditions: The operation of cancelling a document leads to a change of documents

metadata and is atomic. If an error occurs which prevents the cancellation
the whole transaction will be rolled back. A partial success is not allowed.

success

message.

The document metadata are ch anged successfully, so that the
document will be deprecated and not be retrievable using
ordinary queries. In case of XDR and if the DocumentEntry still
exists, the recipients of the document will get a cancellation

failure

The

An error occurred during the document metadata update. If
the document with the given identifier does not exist in the
Registry, the method returns a failure.

par ameter

Omessageso6 cont
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occurred.
Output Name Type Cardinality Description
Parameter: success Boolean 1 True/False
messages String[] Oorl Message e.g.
warnings/errors
The output parameters are encapsulated inside of a XML structure.
Comments: ¢ Although the patient identification is not an attribute which is part of

this function parameters, in case of XDS the patients consent (patient is
known on Document Registry side) should be recognized (e.g. if a
Document Provider tries to cancel a document of a patient where he has
no access right for).

e Although itis supported technically by using the ebXML
Deprecat eObject sRequest function {
one document at a time by using this ebXML function, the functional
specification for the Connector -Api foresees the cancellation of single
documents, because of dealing with cancellation messages and
notifications.

¢ Document cancelling may result in the deletion of the document, if the
patient has no consent (XDR). However, the physical deletion of the
document itself is not a direct consequence of the CancelDocument
transaction, even though the removal of the document from all
incoming Folders may have created the condition required for physical
document deletion. The deletion itself is the consequence of the lack of
patient consent, and is dealt wi th by a different service of the eSanté
platform, the Lifecycle service as shown in the following sequence
diagram. The Lifecycle service asynchronously checks the state of the
documents and is grouped with the Registry service. In case of XDS
where the patient has given consent, the document state will be
changed to o0deprecatedo.

¢ If the document which should be cancelled (deprecated) does not exist
in the platform, the transaction returns an error.

e The Data Provider creates and provides the unique identifier for the
transaction and therefore will be able to reference to these transaction.

¢ Notification of the users (e.g. patient, reference doctor of the patient)
who have subscribed to be noticed about the update of metadata
belonging to reports they have consent for, is done by the Notification
Service. The Notification Service itself gets the event from the
Document Registry which is shown in the sequence diagram by the
notify() call between both services.

¢ Using the transaction for the cancellation (deprecation) of an already
deprecated document will not lead to an error.

e Cancellation of a document leads to cancellation of all appended
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documents (addendums), so all appended documents and the original
document are deprecated. **

e The activity diagram will show more details, see the Activity Diagram
for processUpdateDocumentSetRequest in case of XDR transmission

Sequence Diagram for CancelDocument
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% This is conformant to the IHE -XDS profile. If the orginial document is not valid anymore, any addendum which relates to this
document and relies on the information of this document will be deprecated.
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As shown in the sequence diagram above, the additional Lifecycle -Service is responsible for
removing the deprecated XDR documents.

Activity Diagram for processUpdateDocumentSetRequest in case of XDR transmission

The activity -diagram below shows the details of the processUpdateDocumentSetRequest() method
to illustrate the behavior for documents which are provided using XDR.

Start process UpdatelocumentSetRequest

Deprecate document
links from all "InBax™
folders

Document already downloaded?
yes no

Subscription fpr notification?

yes no

At first all the associations b e terweftharecipients hal® c u me n
to be deprecated. Therefore the unique documentid of the document is needed. For all
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recipients which have already downloaded/read the document, a cancellation message will be

provided
ocancelmessaged

n

t heir o1l n B o éandelationby using thehtextérdmtilee s cr i b e
parameter . Users which have subscribed

changes or cancellation will be notified.

85.4h FU-CONG6: ReplaceDocumentXDR

ID:

FU-CON6 | Name: | ReplaceDocumentXDR

Short Description:

The caller (Data Provider) provides a replacement document for known
recipients (Data Consumer). This function could be used to replace an
already existing document by a new document.

Actors/Category: Al Data Provider layer function
System Connector 6 API
component:

Trigger event:

User interaction

Preconditions :

The Data Provider is already registered at the eSanté platform as a user
and the system granted him the access to the functions after checking
his appropriate rights.

The Data Provider creates a CDA R2 document. The medical report
should be signed electronically by the Data Provider.

The Data Provider must be able to create a unique identifier for the
transaction, which must be an UUID.

Input Parameters:

Name Type Cardinality ~ Description

transactionid uuID 1 Unique identifier

recipients RecipientLst 1 List of intended
provider ProviderRec 1 Provider

title String Oorl Text which

comment String Oorl Additional

replacemessage String 1 Text which will

replacedocid UNIQUEID 1 Unique ldentifier

replacementdoc DocumentRef 1 New document

for this
transaction

recipients
identification

describes the
transaction

description text
be used for
replacement
message

of the document
which should be
replaced

which replaces
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the old one

Validation: ID  Validation Exceptions

V1 Parameter Otr ans a InvalidUuidExeption
a valid unique identifier by terms of
an UUID.

V2 Par amerteecri poi ent s 6 UnknownRecipientException
contain a list of valid and known
recipients.

V3 Parameter oOopr ovi d UnknownProviderException
valid registered provider

V4 Parameter otitl ed InvalidLengthException
string and must not be larger than
the defined number of chars for this
field

V5 Par amet er onwstberme n InvalidLengthException
valid string and must not be larger
than the defined number of chars
for this field

V6 Par ameter oOr epl ac InvalidLengthException
be given and must not be larger
than the defined number of chars
for this field

V7 Parameter Or epl ac InvalididentifierException
contain a unique identifier as
reference to valid document

V8 Parameter oOr epl ac Different Exceptions could
contain a reference to valid occur e.g.
document InvalidURLEXxception or other

Exceptions depending on the
document format and

content.
V9  Validate the electronic signature. NoSignatureFoundException
The report should be digitally InvalidSignatureException

signed and contain a qualified
digital signature with certified
timestamp from a timestamp
service.

Signature related data must be
compliant to the Data Providers
identity.

Processing: Seealso Sequence Diagram for ReplaceDocumentXDR

P1 replaceDocumentXDR
ID Description Exceptions
1 Function called by Data Provider to replace old Different Exceptions could occur
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documents with new documents for the during the whole transaction and are
intended recipients. listed at subsequent processing steps.
P2 validatelnputParameters
ID  Description Exceptions
1.1 Allinput parameters including the document SeeValidation section above

reference for the replacement document must
be checked for consistency. Electronic
signature of the medical report will be checked

if exists.
P3 extractHeaderData
ID Description Exceptions

1.2 Data of the required fields from the CDAR2 & ParameterException
document are extracted for further use (e.g.
when creating the SubmissionSet and
DocumentEntrySet structures). Values for
required fields must be present and valid.

P4 getPublicKeyCertificate
ID Description Exceptions
1.3 Using this function the TTP is called to CertificateException

provide a Public-Key Certificate.

1.3.2 getPublicKkeyCertificate response: The
Public-Key Certificate is responded by the
TTP. This certificate must be an X.509
compliant certificate which contains the
public-key gained from the TTP, which will
be used for data encryption. This public -key
certificate must be validated.

P5 encryptDocuments

ID Description Exceptions

1.4  The replacement document is encrypted. The EncryptionException
encryption procedure must use the public -key
gained before from the TTP for the encryption

of the files.
P6 createSubmissionSet
ID Description Exceptions
15 Creates and prepares the XML based CreateSubmissionsetException

representation of the metadata and embeds

the document for transmission to the

platform. A unique identifier must be created

for the embedded document. Because of XDR
transmission a replacement association is not
necessaly, instead the replacement
information could be ¢
header information if the document is a CDA
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R2.
P7 signSubmissionSet

ID Description Exceptions

1.6 The submission set will be electronically CreateSignatureException
signed to prevent it against data corruption.
The signature algorithm should use the
private -key of the Connector for signature
creation.

P8 provideAndRegisterDocumentSet

ID Description Exceptions

1.7 This is the core platform transaction which During the execution of the platform
must be used to transfer the replacement transaction, different Exceptions could
information and document from the local occur, e.g. XDSRegistryNotAvailable if
institution/health professionals to the the Registry connection could not be
intended recipients. Therefore the created established. These exceptions are part
SubmissionSet is used. SedcU-COREL. of the IHE Technical Framework

specification (Vol. 3).
1.8  provideAndRegisterDocumentSet
Response: Astructured XML file will be send
back as a response of the
provideAndRegisterDocumentSet transaction.
2 replaceDocumentXDRResponse: If the
transaction succeeds the success- state and
possibly a list of warnings will be send back.
Postconditions: The operation of replacing the document for the intended recipients is
atomic. If a critical error occurs the whole transaction will be cancelled.
success The document is provided for the intended recipients
successfully. The par aantaimanr 0
array with warning messages, but not with an error.

failure An error occurred during the replacement of the document.
The parameter OmessagesO cont
occurred.

Output Name Type Cardinality Description

Parameter: success Boolean 1 True/False

messages String[] Oorl Message e.g.
warnings/errors
The output parameters are encapsulated inside of a XML structure.
Comments: e The Data Provider creates and provides the unique identifier for the

transaction (UUID) as well as the unique identifiers (uniqueid) for the
documents (e.g. as part of the CDA document header,
ClinicalDocument/id) and therefore will be able to reference to these
transaction/document.
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Notification of the recipients who have subscribed to be noti ced about
the arrival of a new document is done by the Notification Service. The
Notification Service itself gets the event from the Document Registry
which is shown in the sequence diagram by the notify() call between
both services.

Because of XDR the patform could not guarantee that the original
document still exists, referencing this document inside the metadata of
the XDSSubmissionSet could lead to an Exception on Document Registry
level if the referenced document which should be replaced does not

exist anymore. Implementing XDR the non existence of the referenced
document should be accepted. Therefore the replacing document must
itself clearly state what it is (e.g. by using appropriate values of the
Affinity Domain for ClinicalDocument/code) and whic h other document
it refers to. For example the report as a CDA R2 document could contain
as part of the header the oOParent |
platform should not validate this parameter, because the referenced
document could have been alre ady deleted from the platform. This
reference could instead be evaluated on Document Consumers side,
where the original document should reside.

There is no validation if the patient of the replaced report is the same
as the one of the original report. Bec ause when using XDR, no patient
identification information is provided on transaction level.

Out of restrictions from IHE XDS profile, based on the ebXML Registry
Services and Protocols 3.0 specification, it is not allowed to create a
replace link for an already deprecated document. See Chapter 5.4 of
the spec. So this will cause an Exception.

The activity diagram will show more details, see :
Activity Diagram for processXDRReplacementRequest at the
Document Registry
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Activity Diagram for processXDRReplacementRequest at the Document Registry

Start processXDRRegplacementRequest

Deprecate document links
of the old document from
all "InBox" folders

Document alrea¢ly downloaded?

yes no

Place replacement
message in InBox
folders of the readers

Place new document
in "InBox" folder of
the recipients

Subscription fgr notification? no

yes

Send notification
to subscribers

®

As shown in the activity diagram above, at first all the associations between the old document

and the o0l nBoxd6 folders of t he

documentid of the old document is needed. For all old recipients which have
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downl oaded/ read the document, a replacement messa
which describes the replacement by using the text from the oreplacemessaged par amet er . F
the recipients, the recipienntssd iasnacddt he dlhle @lad ar
replacement document wil/l be Ilinked to their o0l nB
notifications about document state changes or for arrival of new documents will be notified.

85.4i FU-CON7: ReplaceDocumentXDS

ID: FU-CON7 | Name: | ReplaceDocumentXDS

Short Description: | The caller (Data Provider) provides a document which should be stored and
replace an already existing document of the patient & electronic health
record.

Actors/Category: Al Data Provider layer function

System Connector 6 API
component:

Trigger event: User interaction

Preconditions : e The Data Provider is already registered at the eSanté platform as a user
and the system granted him the access to the functions after checking
his appropriate rights.

e The actor knows the patient and offers demographic data of the
patient.

e The Data Provider must be able to create a unique identifier for the
transaction, which must be an UUID.

e The Data Provider creates CDA R2 documents/reports. The medical
report should be signed electronically by the Data Provider.

e The Data Provider should provide a unique document identifier for the
original document (replacedocid) which will be replaced by the new
document. This identifier could be provided from the Data Provide r & s
system or the Data Provider could get this identifier by executing an
appropriate query to the eSanté platform.

Input Parameters: Name Type Cardinality =~ Description

transactionid UuID 1 Unique identifier
for this
transaction

patient PatientRec 1 Patient 6:
demographic
data

provider ProviderRec 1 Provider
identification

title String Oorl Text which
describes the
transaction **

%The otitled6 attribute a o, deshridethiedtransadtienrtseld Dorumentsitheniselves caroprovide their own
otitled and ocomment 6 attribute as par 853infthisddcenenyL 7 CDA R2 header ( se
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comment String Oorl Additional
description text

replacemessage String 1 Text which will
be used for
replacement
message

replacedocid UNIQUEID 1 Unique
Documentid of
the document
which should be

replaced
replacementdoc DocumentRef 1 New document

which replaces

the old one
patientreadblocking Boolean Oorl True/False - Flag

to sign that the
document could
not be read by
the patient.
unblockingcode String Oorl Parameter may
be used if
patientreadblock
ing = True. The
patient could
use the
unblocking code
to get access to
the document *.

Validation: ID  Validation Exceptions

Vi1 Parameter Ot r anbea InvalidUuidExeption
a valid unique identifier by terms of
an UUID.

V2 Par ameptaetri eont 6 mu < PatientldentException
valid values for all mandatory
fields.

V3 Parameter oOpr ovi d UnknownProviderException
valid registered provider

V4 Parameter otitl ed InvalidLengthException
string and must not be larger than
the defined number of chars for this
field

V5 Parameter o©ocommen InvalidLengthException
valid string and must not be larger
than the defined number of chars
for this field

% There could be situations where the patientreadblocking 8Flag is set and no unblockingcode was given. In those situations only a
healthcare provider which has access to the document e.g. the general practitioner, could unblock the d  ocument for the patient.
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V6 Parameter oOreplac
be given and must not be larger
than the defined number of chars
for this field

V7 Parameter oOreplac
contain a unique identifier for a
valid document of
health record.

V8 Parameter oOreplac
contain references to valid
document which should be the
replacement document for the old
document.

V9 Parameter oOpatien
set must be a valid Boolean
(True/False) value.

V10 Parameter ounbl oc
should be could be provided if
opatientreadbl ock
must not be larger than the defined
number of chars for this field.

V11 Validate the electronic signature.

The document should be digitally
signed and contain a qualified
digital signature with certified
timestamp from a timestamp
service.

Signature related data must be
compliant to the Data Providers
identity.

InvalidLengthException

InvalidldentifierException

Different Exceptions could
occur e.g.
InvalidURLEXxception or other
Exceptions depending on the
document format and
content.

InvalidLengthException

NoSignatureFoundException
InvalidSignatureException

Processing: See alsoSequence Diagram for ReplaceDocumentXDS

P1 replaceDocumentXDS
ID Description Exceptions
1  Function called by Data Provider to replace an Different Exceptions could occur
old document withanewone fora p at i e nt during the whole transaction and are
electronic health record. listed at subsequent processing steps.
P2 validatelnputParameters
ID  Description Exceptions
1.1 Allinput parameters including the document SeeValidation section above

reference for the replacement document must
be checked for consistency. Electronic
signature of the medical report will be checked
if exists.

P3 extractHeaderData
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ID Description Exceptions
1.2 Data of the required fields from the document ParameterException

(dependent on the document type) are

extracted for further use (e.g. when creating

the SubmissionSet and DocumentEntrySet

structures). Values for required fields must be

present and valid, Patient related data must

be compliant to the de

Parameter from the PatientRec. If the

metadata of the documents contain

information about oOpat

ounbl ockingcodeo, t her

validated as described in the matrix at

chapter 85.3d.

P4 deldentify
ID Description Exceptions
13 Patient identifying data (Parameter IdentityMatchException

Opatientd) are used fc
with the right identity so the appropriate
pseudonym must be found.

1.4 deldentify response: A messagelD
corresponding to this TTP transaction.
The messagelD must be used later on as a
replacement for the patientlD for Submission -
and DocumentEntrySet.

P5 checkConsent
ID Description Exceptions
15 Using the messagelD from the TTP, itis NoConsentException

checked if a patient has given consent to
share his medical data inside a longitudinal
electronic health record.

If consent has been given, true should be
returned, false otherwise.

P6 getPublicKeyCertificate
ID Description Exceptions
1.6 Using this function the TTP is called to CertificateException

provide a Public-Key Certificate.

1.6.2 getPublicKkeyCertificate response: The
Public-Key Certificate is responded by the
TTP. This certificate must be an X.509
compliant certificate which contains the
public-key gained from the TTP, which will
be used for data encryption. This public -key
certificate must be validated.

P7 encryptDocuments
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ID

Description Exceptions

1.7

The document is encrypted before it can be EncryptionException
delivered to the platform.

The encryption procedure must use the

public-key gained before from the TTP for the

encryption of the files.

P8

createSubmissionSet

ID

Description Exceptions

1.8

Creates and prepares the XML based CreateSubmissionsetException
representation of the metadata and embeds

the document for transmission to the

platform. A unique identifier must be created

for each embedded document. The messagelD
must be used as patientID. The SubmissionSet
will be ¢ reated and an association object

which links the original document
(0replacedocidé) and t
the association type ¢
together with the new document entry in the
SubmissionSet.

P9

signSubmissionSet

ID

Description Exceptions

1.9

The submission set will be electronically CreateSignatureException
signed to prevent it against data corruption.

The signature algorithm should use the

private -key of the Connector for signature

creation.

P10

provideAndRegisterDocumentSet

ID

Description Exceptions

1.10

1.11

This is the core platform transaction which During the execution of the platform
must be used to transfer the replacement transaction, different Exceptions could
information and document from the local occur, e.g. XDSRegistryNotAvailable if
institution/health professionals for the the Registry connection could not be
patientds el ectroni c I established. These exceptions are part
the created SubmissionSet is used. of the IHE Technical Framework
SeeFU-COREL specification (Vol. 3).
provideAndRegisterDocumentSet

Response: Astructured XML file will be send

back as a response of the

provideAndRegisterDocumentSet transaction.

replaceDocumentXDS Response: If the

transaction succeeds the success- state and

possibly a list of warnings will be send back.

Postconditions: The operation of replacing the old and storing the new document for

sharing with the eSanté platform is atomic. If an error occurs which
prevents the replacement of the document, the whole transaction will be

Cahier_des_charges_Technique_General_v1.docx 81/ 158 Version 1.0, 20.12.2011



(UDOr

Centre de Ressources des Technologies
pour la Santé

Cabhier des charges technique
General Requirements Document
Heiko Zimmermann

cancelled.
success The new document is shared and accessible for authorized
users. The replaced document o
oDeprecatedd6 and is no | onger
parameter Omessageso6 could co
messages, but not with an error.
failure An error occurred during the document replacement, e.g. the
old document does not exist o
given. The parameter Omessage
which occurred.
Output Name Type Cardinality Description
Parameter: success Boolean 1 True/False
messages String(] Oorl Message e.g.
warnings/errors
The output parameters are encapsulated inside of a XML structure.
Comments: e The Data Provider creates and provides the unique identifier for the

transaction (UUID) as well as the unique identifiers (uniqueid) for the
documents (e.g. as part of the CDA document header,
ClinicalDocument/id) and therefore will be able to reference to these
transaction/document.

¢ Areplacement report should also be blocked as when sharing the
original report. This is similar to 85.4d

¢ Notification of the users (e.g. patient, reference doctor of the patient)
who have subscribed to be noticed about the arrival of new or replaced
documents is done by the Notification Service. The Notification Service
itself gets the event from the Document Registry which is shown in the
sequence diagram by the notify() call between both services.

e The platform functionality is responsible to verify if the given reference
identifier to the original document exists and if the documentisina n
appropriate document state. The document being replaced, must be in
OApproveddé state and must not be
(this is confo rm to the IHE transactional behaviour). It also has to be
checked on Document Registry level that the patient for whom the
replacement document should be stored is the same patient which

belongs to the parent document. Internally the Registry therefore has to

guery the TTP using the pseudonym of the parent document and the
messageid of the new document to verify if the pseudonyms belong to
the same person (e.g. see transaction equalldentity inside the
interaction diagram ).

e If the document which should be r eplaced does not exist, the
transaction fails with an Exception.

e The activity diagr am wiActvity Biagoawn fono 1

processXDSReplaceDocumentRequest at the Document Registry 6.

(
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Activity Diagra m for processXDSReplaceDocumentRequest at the Document Registry

Start processXDSReplpceDocumentRequest

Search document with old
uniqueid as of parameter
"replacedocid"

no

Found document with "replacedocid"?

no

document state F= "Approved"?

na

old documents patient ==|new documents patient?

Set document state =
"Deprecated"

[ Register new document )

Create "RPLC" association
between old and new
document

Subsecription fgr notification?
yes

Send notification
to subscribers

Success success

.| Create Exception

N

failure
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Principles for the usage of the Data Consumer functions for document query and

For the search and retrieval of documents from the eSanté platform there are mainly two
functions for each communication scheme (XDR, XDS) necessary. A function to query for the
metadata of t he documents QueryDocumentsXDR/XDS and a function for the retrieval of the
documents based on the metadata of the documents RetrieveDocumentsXDR/XDS. Using these

functions, a Data Consumerds client application w
were selected by the user.
The QueryDocument sXDR function is related to the
mentioned at the Cahier des charges fonctionnel, for the overview about documents which are
avail abl e a BfoldehoétheoD amtBado x@onsumer 6s application. The
mockup screen (all mockup-screens taken from the Cahier des charges fonctionnel) which uses
the QueryDocumentsXDR transaction for retrieving metadata about the documents.
Query Incomming Folder [Dr. House]
There are 6 new docum ents in your Incoming Folder.
Show
0 All documents (6)
3 Selected documents
Submission date from: __ /_/ to: /[ |/ || T~ 2011
Document types: = Mo Di Mi Do Fr Sa$
I Radiology (6) I Lab reports (0) wz]ale]zs]7 15
I Report (3) I All(0) 19| g f10]11 |12]13]14]15
I Addendum (1) I Only Current (0) 20 16|17 |18 |18 )20 21 |22
I Significant Images (2) 21123124126 (26 |27 |26 |28
22 180 31
Other types of clinical documents will to be added when available
h %Wnload Selected DW
After calling the QueryDocumentsXDR function the Data Consumer could see that there are 6 new
documents available. Because the function returns the metadata of the documents, the client
will be able to group theinform at i on dependent on the document typ
Selected Documentsd is pressed, the Data Consumer
RetrieveDocument sXDR function and provide the ent
download.

After the documents are downloaded, they will be decrypted and the Data Consumer can browse
through the documents by using the view shown in the picture below.
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Locally Browse & View Downloaded Documents [Dr. House]

New [6]
19/01/11

&

19/01/11

19/01/11

19/01/11

19/01/11

19/01/11

JESD S S U S —

2010 [15]

16/01/11

15/01/11

15/01/11

13/01/11

13/01/11

12/01/11

Yesterday [11]

Last Week [55]
February 2011 [ 10]
January 2011 [9]

MEYER Anton
19740613 253
MULLER Carola
20010705 351
PUTZ JeaiMarie
19550221 792
DA SILVA Maria
19850316 198
MULLER Carola
20010705 351
PARRAIN Claude
19751223 103

Rad. Report

Rad. Report

Rad. Add. Repori Radiol. Esch

Rad.
Appointment
Rad. Signif.
Images

Rad. Report

Zitha Klinik

CHEM

Radiol.
Dudelange
CHEM

Radiol.
Dudelange

There are 106 downloaded documents in your local folder, 6 new.

Dwnld. Create Patient Name Document Origin
Date Date Matricule Type
L

Title Move View
NM Miniscus L;
Dr. DAIMLER . O
NM Right arm
Dr.MERSCH @ O
MR Osteo left knee
Dr. KONZ ¢ ©
23/01/1; SC cranium; o
Radiology Dpt. Dudelange "
NM Right arm
Dr. MERSCH ® O
SC Thyroide 1131/125mg; 0 o
Dr. MABUSE o
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Before a Data Consumer is able to query and retrieve documents in an XDS scenario, he must first
identify the patient from whom he wants to retrieve the documents.

Identify Patient [Dr. House]

Enter patient ID

Lux. Matricule:
Other SSN:

Extended Patient Search Criteria

First name:
Last name:
Gender:

Birth Date:

Birth Place City:

Name Alias:

Last Birth Name:
First Birth Name:
Birth Place Country 3
Birth Nationalities: 3
Nationalitie s:?

Address Street:
Address Country:
Address ZIP Code:
Address City:

Fat her 6s Bi
Mot her 6s Bi

EU SSN:
National SSN:
National SSP:

LuxTrust ID:

r
r

Carola

MULLER

F (Male, Female, Other, Unknown)

18/04/1985
Dudelange

[DD/MM/YYYY]

(up to 3 allowed)
(up to 3 allowed)

LU
4253
Esch/Alzette

th Name:

th Name:

CNS

National SSP Country: * LU

Lesssearch criteria

1 SSN = Social Security Number

4 SSP = Social Security Provider

2 pationalities ISO 3166-1 alpha-2 code, e.g. LU, DE, FR, PT
S nationalities ISO 3166-1 alpha-2 and ISO 31663 code (for obsolete countries, such as DDDE for DDR)

| Access Patiel

These patient demographics data are a parameter of the QueryDocumentsXDS function, which
delivers as a result the metadata of all documents of the patients  electronic health record, which
OApprovedo6é state. The client
this metadata (as shown in the picture below) for later retrieval by using the
RetrieveDocumentsXDS function. If a patient co uld not be matched uniquely, the Data Consumer
has to provide addit]i
picture above), to provide the system more parameter values for the matching process.

are current|l
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Overview of Patient Carola MULLER (19850418713) [Dr. House]
There are 17 documents, 1 folder and 1 appointment. Filter fc“
. . eriod
Filter for period: _ / /@) | | P
Radiology (2) Laboratory (15) °
15/01/11 Report (*) NM Right arm;CHEM 25/11/10  Cholesterolz HDL, LHDL,
17/01/11 Addendum NM Right arm;CHEM Triglycerides, ratio HDL/LHDL LX
10/10/10  TSHultra sensible LY
26/07/10 TSHultra sensible LY
03/03/10 TSHultra sensible LY
23/11/09  TSHultra sensible LY «
Appointments (1) Referral (1) New
03/01/11  Radio. NM Right armrescheduled 02/02/ 11  Arthritis right arm Referral
to 13/01/11 8:30; CHEM,;

(*) Images are available through the report
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85.4k FU-CONS8: QueryDocumentsXDR

ID: FU-CON8 | Name: | QueryDocumentsXDR

Short Description: | This function will be used to query for the list of document - metadata

whi ch are avai |l adfdlderofahe Ddtah @nsdrhen Bhe ks

contains metadata about all documen
havendt been downl oaded/ viewed by t

Actors/Category: A2 Data Consumer layer function

System Connector 0 API

component:

Trigger event: User interaction

Preconditions : e The Data Consumer isalready registered at the eSanté platform as a

user and the system granted him the access to the functions after
checking his appropriate rights.

e A special typed f ol der anaddcdesiole farl n
this Data Consumer.

Input Parameters: Name Type Cardinality  Description
consumer *° ConsumerRec 0 Consumer
identification
queryparams QryParamList Oorl List of values for
the query
parameters
Validation: ID  Validation Exceptions

Vi Par amet er oifcgvans u m UnknownConsumerException
must link to a valid registered
consumer.

V2 Par ameqgtueerr yop ar a ms ¢ ParameterBindingException
contain valid values for all
mandatory fields. If no parameters
given, the default query will be
executed.

Processing: Seealso Sequence Diagram for QueryDocumentsXDR

P1 queryDocumentsXDR
ID Description Exceptions
1  Function called by Data Consumer to query for Different Exceptions could occur
metadata of documents which are linked to the during the whole transaction and are
Consumer 6s 0l nBox6 f ol dlistedatsubsequent processing steps.
P2 validatelnputParameters
% The consumer data record is listed here as a parameter , if there is a permission for a caller to

Consumer e.g. in case of a delegation. If there is no additional security permission, t h e 0 | nmu& bekodg to the identity of the
authenticated Data Consumer.
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ID  Description Exceptions
1.1 Allinput parameters must be checked for SeeValidation section above
consistency.
P3 createFindFoldersQuery
ID  Description Exceptions
1.2 The XML based representation for the query CreateQueryXmlException

about metadata of the InBox folder will be
created. Therefore the mandatory parameters
are set e.g. the Data Consumer as owner of the
folder and the XDSFolder.codeList to look for
the InBox folder type. *’

P4 signQueryDataSet
ID Description Exceptions
1.3  The xml query document set will be CreateSignatureException

electronically signed to prevent it against
data corruption. The signature algorithm
should use the private -key of the Connector
for signature creation.

P5 registryStoredQuery(FindFolders(InBox.type))

ID Description Exceptions

1.4 This is the transaction which must be used FolderNotFoundException
to retrieve the folder metadata of a Data
Consumerds I nBox fold

1.4.3 registryStoredQueryResponse: If the InBox InvalidSignatureException

folder could be determined for this user, the
metadata of this XDS folder object are
returned as the signed query response. The
response is electronically signed due to
ensure that the data are not corrupted. The
signature must be validated before

proceeding.
P6 createGetFolderAndContentsQueryXml
ID Description Exceptions
15 Creates and prepares the XML based CreateQueryXmlException

representation of the metadata for the query.
The GetFolderAndContents query which

should be called will be referenced by an

UUID. The parameters given in the
oqueryparamso6 attribut
query variables, the folder from where the
contents (the document metadata) should be

%7 The metadata of the InBox folder of the Data Consumer must be determined with this query. It is important to query for the ty pe
0l nBox ¢ fthe DateGonstmem r t he 01 n B &hktlde cdller had germissions and is owned by the Data Consumer given
as par amet er.IndHE® foklar imelated to a patient, we need therefore an extension, which is at the comments of this
transaction specification.
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retrieved is identified by the
XDSFolder.entryUUID or XDSFolder.uniquelD
which has been determined during the
processing of the FindFolders query in
processing step P5.

P7 signQueryDataSet
ID Description Exceptions
1.6  The xml query document set will be CreateSignatureException
electronically signed to prevent it against
data corruption. The signature algorithm
should use the private -key of the Connector
for signature creation.
P8 registryStoredQuery(GetFolderAndContents(InBox.entryUUID))
ID Description Exceptions
1.7 This is the transaction which must be used During the execution of the platform
to execute the query transaction at the transaction, different Exceptions could
Document Registry to retrieve the occur, e.g. XDSRegistryNotAvailable if
documents metadata which are requested. the Registry connection could not be
established. These exceptions are part
of the IHE Technical Framework
specification (Vol. 3).
1.7.3 registryStoredQueryResponse A structured InvalidSignatureException
XML file will be send back as a response,
containing as a result set of the query the
signed metadata of the matching documents
and the metadata of the folder. The
response is electronically signed due to
ensure that the data are not corru pted. The
signature must be validated before
proceeding.
2 gueryDocumentsXDRResponse: If the

transaction succeeds the success- state and
possibly a list of warnings will be send back.

Postconditions:

occurs the whole transaction will be cancelled.

The operation of querying for document metadata is atomic. If an error

success An empty result set or the document metadata which are the
result of this query are retu
could contain an array wi th warning messages, but not with an

error.
Failure An error occurred during the query execution. The parameter
oOomessageso6 contains the |ist
Output Name Type Cardinality Description
Parameter: resultSet String lorn Query result

set, contains
list of document
metadata,
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could be empty
if no data found
messages String(] Oorl Message e.g.
warnings/errors
The output parameters are encapsulated inside of a XML structure.

Comments: e The function bridges the call to a stored query at the Document
Registry. The parameters of the query are defined and values must be
provided by wusing the dquerypar amy
their parameters inside of the Connector -API function call. Since
registry stored queries are executed as SQL-Queries at the Document
Registry Database, the system must strictly avoid the injection of SQL
code. Therefore it is only allowed to use prepared database statements
and bind values.

e The Connector-API internally creates first a query to determine the
InBoxof ol der 86s metadata. To find thi
DataConsumer and not to a patient, the XDSFolder attributes must be
extended to provide a user reference. Additionally the InBox dfolder
should be classified by a special type. The IHE folder specification
forsees a field called XDSFolder.codelList which is intended to specify
the type of clinical activity that resulted in placing XDS Documents in
this XDSFolder. This seems not to be the right attribute to use, although
the value sets are AffinityDomain specific and the codeList could
contain more than one type. This has to be solved at core platform
level.

e The Data Consumers user interface should provide the functionality to
customize the parameter values for the query e.g. the type  of reports to
retrieve.

e The platform should provide functionalities to limit the maximal size of
a Data Consumers o0l nBoxo6 folder t
messages. If the maximum amount of space is used, new incoming
messages should be rejected and the Data Provider should be

informed. ¥

¢ A maximal time limit that determines how long documents can stay in
the o0l nBoxdé folder before being r ¢
necessary to avoid long-term storage of patient data when it is not
allowed, due to the absence of patient consent.

e The platform security related functions have to ensure that the Data
Consumer who wants to query the o0l
permi ssions (as described in the (

®ltcouldalsobeafeatur e t o send a notification about this event to the Data C
mail address.
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Parameterlist for attribute queryparams (GetFolderAndContents from IHE)
The type QryParamList as type of the parameter queryparams contains, dependent of the query

which is related to this transaction, different parameters for which values must be provid  ed. The
following table lists the parameters which could be provided by the Data Consumer:

Parameter Corresponding metadata Occurance  Description
$XDSDocumentEntryFo ~ XDSDocumentEntry.formatCode 0 If a value is given,
rmatCode only documents with

this formatCode (e.g.
for CDA) are returned.
Possible values are
defined by IHE and
could be enhanced for
the Affinity Domain

$XDSDocumentEntryCo  XDSDocumentEntry.confidential 0 If a value is given,

nfidentialityCode ityCode only document
metadata with this
confidentialityCode
are returned

The following table shows the parameters which are set by the Connector -API internally when
calling the core function FU-CORE3: Registry Stored Query for GetFolderAndContents. Both
parameters are determined by the Connector -API during the FindFolders Registry Stored Query
function call.

Parameter Corresponding metadata Occurance  Description

$XDSFolderEntryUUID  XDSFolder.entryUUID 1% UUID reference to the
folder

$XDSFolderUniqueld XDSFolder.uniqueld 1% Unique identifier of
the folder

%9 One of both parameters must be set, either entryUUID or uniquelD to determine the folder.
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Sequence Diagram for QueryDocumentsXDR

DataProvider Connector Document
AP| Registry

| 1: queryDocumentsXDR()

| >t

1.1: validatelnputParameters(consumer queryparams )

:‘ 1.2: createFindF oldersQuery()

1.3 signQueryDataSet

T

|

|

|

|

|

|

|

|

|

|

|

1.4: registryStoredCuery (FindF olders{inBox. type)) l
1.4.1: processQuery()
1.4.2: signResponse()

- 1.4.3: registry StoredQueryResponse: InBox folder metadata

1.5 createGetFolderAndContentsQueryX mi{guerypaa ms)

|
|
I
1.6: sign QueryCataSet I
|
|
|

1.7 registryStoredQuery(GetFolderAndContents| InBax .entryULID )

1.7.1: processQuery()
1.7.2: signResponse()
1.7.3: registry StoredQueryResponse: Metadataset of documents
2 queryDocumentsX DRRespon se() (‘_ _______________________________
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85.41 FU-CON9: QueryDocumentsXDS

ID: FU-CON9 Name: QueryDocumentsXDS

Short Description: | Thi s function will be used to query
which are part of a patients shared electronic health record. The list
contains metadata about all documen

Actors/Category: A2 Data Consumer layer function

System Connector 6 API

component:

Trigger event: User interaction

Preconditions : e The Data Consumer isalready registered at the eSanté platform as a

user and the system granted him the access to the functions after
checking his appropriate rights.

e The actor knows the patient and offers demographic data of the
patient.

e Data Consumer must have consent to query for patients data

Input Parameters: Name Type Cardinality  Description
patient PatientRec 1 Patientds
demographic data
consumer * ConsumerRec 0 Consumer
identification
gueryparams QryParamList Oorl List of values for
the query
parameters
Validation: ID  Validation Exceptions

V1 Par ameptaetri edont 6 mu ¢ PatientldentException
valid values for all mandatory
fields.
V2  Parameter 0 ¢ 0 n s uifhngen,o UnknownConsumerException
must link to a valid registered
consumer.
V3 Par amequeerr yop ar a ms ¢ ParameterBindingException
contain valid values for all
mandatory fields. If no parameters
given, the default query will be
executed.

Processing: Seealso Sequence Diagram for QueryDocumentsXDS

P1 queryDocumentsXDS

ID Description Exceptions

4% An consumer data record is listed here as a parameter, if not given this relates to the identity of the authenticated Data Consumer
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1  Function called by Data Consumer to query for
metadata of documents which are linked to the
patient defi npataméeten Opat

Different Exceptions could occur
during the whole transaction and are
listed at subsequent processing steps.

P2 validatelnputParameters

ID Description

Exceptions

1.1 Allinput parameters must be checked for
consistency.

SeeValidation section above

P3 deldentify

ID Description

Exceptions

1.2 Patient identifying data (Parameter
Opatientdé) are used fc
with the right identity, the appropriate
pseudonym must be found.

1.3 deldentify response: A messagelD
corresponding to this TTP transaction.

The messagelD must be used later on as a
replacement for the patientlD for Submission -
and DocumentEntrySet.

IdentityMatchException

P4 checkConsent

ID Description

Exceptions

1.4 Using the messagelD from the TTP, it is
checked if a patient has given consent to
share his medical data inside a longitudinal
electronic health record.

If consent has been given, true should be
returned, false otherwise.

NoConsentException

P5 createFindDocumentsQueryXml

ID Description

Exceptions

15 Creates and prepares the XML based
representation of the metadata. The
FindDocuments query which should be called
will be referenced by an UUID. The
parameters given in tF
attribute will be bound to the query variables
which are described be low this table.

CreateQueryXmlException

P6 signQueryDataSet

ID Description

Exceptions

1.6  The xml query document set will be
electronically signed to prevent it against
data corruption. The signature algorithm
should use the private -key of the Connector
for signature creation.

CreateSignatureException

P7 registryStoredQuery(FindDocuments)
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ID

Description Exceptions

1.7

1.7.6

This is the core platform transaction which During the execution of the platform
must be used to execute the query transaction, different Exceptions could
transaction at the Document Registry to occur. These exceptions are part of
retrieve the metadata of the documents the IHE Technical Framework
which matches the query. Only document specification (Vol. 3).

met adata with OApprov

considered. See 83.5

registryStoredQuery Response: A structured

XML file will be send back as a response,

containing as a result set of the query the

metadata of the matching documents. The

response is electronically signed due to

ensure that the data are not corrupte d. The

signature must be validated before

proceeding.

gueryDocumentsXDS Response: If the

transaction succeeds the success- state and

possibly a list of warnings will be send back.

Postconditions: The operation of querying for document metadata is atomic. If an error

occurs the whole transaction will be cancelled.

success An empty result set or the document metadata set which are

the result of this query are returned. The parameter
Omessageso6 could contain an a
not with an error.

Failure An error occurred during the query execution. The parameter
OmessagesO6 contains the 1|ist

Output
Parameter: resultSet String lorn Query result

Name Type Cardinality Description

set, contains

list of document

metadata,

could be empty

if no data found

messages String(] Oorl Message e.g.

warnings/errors

The output parameters are encapsulated inside of a XML structure.

Comments: e The function bridges the call to a stored query at the Document

Registry. The parameters of the query are defined and values must be
provided by wusing the oOquerypar amg
their parameters inside of the Connector -API function call. Since
registry stored queries are executed as SQL-Queries at the Document
Registry Database, the system must strictly avoid the injection of SQL
code. Therefore it is only allowed to use prepared database statements
and bind values.

e The Data Consumers user interface should provide the functionality to
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customize the parameter values for the query e.g. the type of reports to
retrieve.

e The Data Consumer must provide aviewtoinput pati ent ds
data. If it is not sufficient to use the social security number , other
unique identifiers or the surname and lastname of the patient , the
client application must provide a view for typing in more detailed
patient related data e.g. name at birth, birth date , address etc.

¢ In an emergency case where maybe just a view patient related
demographic data are available, the doctor should have the possibility
to identify the patient by using/ g
Demographic information gathered from this register should then be
used for de-identification.

e Based on the result set of the query, the metadata of the documents
should be used by the Document Coi
present an overview of the documents which are part of the patients
electronic health record.

e The application client should list also the metadata of blocked
documents to inform patients as Data Consumers about the presence of
a document, even if the patient is at that time not able to retrieve and
view the document.

Parameterlist for attribute queryparams (corresponding to FindDocuments query from IHE)

The type QryParamList as type of the parameter queryparams contains, dependent of the query
which is related to this transaction, different parameters for which values must be provided. The
following table shows the parame ters, according to the IHE specification for the FindDocuments

query:

Parameter Corresponding Occur-  Description
metadata ance
$XDSDocumentEntryClassCode XDSDocumentEntry. 0 Particular kind
classCode of document e.g
Report
$XDSDocumentEntryTypeCode XDSDocumentEntry. 0O Precise kind of
typeCode document e.g.
Radiology Report
$XDSDocumentEntryPracticeSettingCode XDSDocumentEntry. 0 Clinical
practiceSettingCode speciality e.g.
Radiology or
Laboratory
$XDSDocumentEntryCreationTimeFrom XDSDocumentEntry. 0 Lower range,
creationTime time when
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$XDSDocumentEntryCreationTimeTo

$XDSDocumentEntryServiceStartTimeFrom

$XDSDocumentEntryServiceStartTimeTo

$XDSDocumentEntryServiceStopTimeFrom

$XDSDocumentEntryServiceStopTimeTo

$XDSDocumentEntryHealthcareFacilityType
Code

$XDSDocumentEntryEventCodeList

$XDSDocumentEntryConfidentialityCode

$XDSDocumentEntryAuthorPerson

$XDSDocumentEntryFormatCode

XDSDocumentEntry.

creationTime

XDSDocumentEntry.

serviceStartTime

XDSDocumentEntry.

serviceStartTime

XDSDocumentEntry.

serviceStopTime

XDSDocumentEntry.

serviceStopTime

XDSDocumentEntry.

healthcareFacility Ty
peCode

XDSDocumentEntry.

eventCodelList

XDSDocumentEntry.

confidentialityCode

XDSDocumentEntry.

author

XDSDocumentEntry.

formatCode

author created
the document
Upper range,
time when
author created
the document
Lower time
when the service
being
documented
took place e.g.
encounter time
Upper time
when the service
being
documented
took place e.g.
encounter time
Lower time
when the service
ended e.g.
discharge time
Upper time
when the service
ended e.g.
discharge time
Type of
organizational
setting, e.g.
private clinic
Clinical act e.g.
colonoscopy
Confidentiality
code of the
documents to
retrieve
Author of the
document
Format of the
Document e.g.
CDA

The following table shows the parameters which are set by the Connector -API internally when
calling the core function FU-CORE3: Registry Stored Query for FindDocuments. The messageid
should be set as patientID parameter, which was retrieved from the TTP during the deldentify

function call.

“! The optional parameter value for the confidentialityCode which is provided as parameter by the DataConsumer. The platform wil |

check if the requested confidenti al i t yCode does

not violate
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Parameter

Corresponding metadata

Occurance

Description

$XDSDocumentEntryPatient|D

$XDSDocumentEntryStatus

tID

XDSDocumentEntry.patien 1

XDSDocumentEntry.status 1

Instead of the
patient identifier,
the messageid is
provided by the
Connector-API

The status

parameter is set to
OApproved®éd
default by the
Connector-API

Sequence Diagram for QueryDocumentsXDS

o 1: queryDocumentsXDS()

AP|

2. queryDocumentsXDS()- Response

1.1: validatelnputParameters

1.2: deldentify(patient)

PatientRegister

1.3: response: messageid

1.4: checkConsent()

J

|
»

1.6: signQuery DataSet

1.5: createFindDocumentsQuery Xml(gueryparams )

1

1.7: registryStoredQuery(FindDocuments)

1.7.1: getPseudonym{messageid)

1.7.2: response: pseudonyms

1.7.6: registryStoredQuery - Response
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85.4m FU-CON10: RetrieveDocumentsXDR

ID: FU-CON10 | Name: | RetrieveDocumentsXDR

Short Description: | This function will be used to retrieve documents which are available at the
0 | n Bdfoldér of the Data Consumer. Only documents with status
OApprovewhd cshndhavendét been downl oad g

Actors/Category: A2 Data Consumer layer function

System Connector 0 API

component:

Trigger event: User interaction

Preconditions : e The Data Consumer isalready registered at the eSanté platform as a

user and the system granted him the access to the functions after
checking his appropriate rights.

e A special typed folder called o0Iln
Consumer and accessible.

e The Data Consumer has selected a list of documents which should be
retrieved. The metadata of the available documents are retrieved by a
QueryDocumentsXDR transaction.The documents could be retrieved b y
using the metadata unique document identifiers .

Input Parameters: Name Type Cardinality  Description
transactionid uuID 1 Unique identifier
for this
transaction
consumer * ConsumerRec 0 Consumer
identification
documentlDs UNIQUEID lorn List of document
ids of the
documents to
retrieve
Validation: ID  Validation Exceptions

V1 Parameter oOtr ans a InvalidUuidExeption
a valid unique identifier by terms of
an UUID.
V2 Par amet er oifcgven,s u m UnknownConsumerException
must link to a valid registered
consumer.
V3 Par amedocementidsd mu s t InvalididentifierException
contain valid identifiers for the
documents which should be
retrieved.

42 The consumer data record is listed here as a parameter , if not given this relates to the identity of the authenticated Data
| Consumer
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Processing: See alsoSequence Diagram for RetrieveDocumentsXDR

P1 retrieveDocumentsXDR
ID Description Exceptions
1  Function called by Data Consumer to retrieve Different Exceptions could occur
the documents with t he duringthe whole transaction and are
listed at subsequent processing steps.
P2 validatelnputParameters
ID Description Exceptions
1.1 Allinput parameters must be checked for SeeValidation section above
consistency.
P3 createEncryptionKeyPair
ID  Description Exceptions
1.2 A new public-private keypair will be generated CreateKeyPairException
and a public certificate must be generated and
signed. The private key must kept secure,
whereas the public -key certificate will later -on
be transferred for document retrieval.
P4 createRetrieveDocumentsXml
ID Description Exceptions
1.3 Creates and prepares the XML based CreateDocumentsXmlIException
representation of the metadata. For each
document which should be retrieved an
associated xml element must be created with
the given document identifier .
P5 signXmlDataSet
ID Description Exceptions
1.4 The XML dataset will be electronically signed CreateSignatureException
to prevent it against data corruption. The
signature algorithm should use the private -key
of the Connector for signature creation.
P6 retrieveDocumentSet(xml,pubkeycert)
ID Description Exceptions
15 This is the transaction which must be used During the execution of the platform

to retrieve the documents from the

Document Repository. The documents which
should be retrieved are identified by the ir
XDSDocument.entryUUID. As an extension to
the standard IHE transaction definition, the
retrieveDocumentSet function must be able

to accept the public -key certificate.

Because the documents must be encrypted

transaction, different Exceptions could
occur. These exceptions are part of
the IHE Technical Framework
specification (Vol. 3).
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so that only the Document Consumer is able
to read the content, the public -key
certificate must be transmitted for there -
keying process at the core platform.

1.5.5 retrieveDocumentSet Response: A structured
XML file will be send back, containing
sections with the encrypted documents
which are requested, together with the
public-key encrypted symmetric key to
decrypt the documents. The response is
electronically signed due to ensure tha t the
data are not corrupted. The signature must
be validated before proceeding. If a certain
document could not be retrieved, the
structure will contain the error or warning
message for this document.

P7 decryptDocuments

ID Description Exceptions

1.6  The documents retrieved from the Document DecryptionException
Repository are now decrypted by using the
private key of the generated keypair.

P8 retrieveDocumentsXDR Response
ID Description Exceptions
1.7 If the transaction succeeds the current state

of each document and the unencrypted
document content are returned. If an error
occurred when retrieving a document, the
documents state wild/|

Postconditions: The operation of retrieving the documents from the eSanté platform is
processed as a whole. If an error occurs which prevents the retrieval of a
single document, the corresponding result entry for this document will
contain the error -state and an error message. The transaction will proceed
until each document was requested f or retrieval.

success The result set contains the documents and their states. The
result set could also contain error messages if documents
could not be retrieved.

failure An error occurred during the call of the function. Errors when
retrieving single documents as part of a result set does not
lead to a failure of the whole transaction.

Output Name Type Cardinality Description

Parameter: documents String lorn XML structure
containing
document
states and
content

The output parameters are encapsulated inside of a XML structure.
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Comments: e The Data Consumers user interface should provide the functionality to
select the available documents before download.

e Each retrieval transaction could be interrupted by the Data Consumer.
Each documentwhi ch wasné6t fully downl oa
folder of the Consumer and could be downloaded later on.

e Toavoidlongt er m storage of medical dat
given their consent, after a period of time documents are removed from
the 0l nBoxo6 folder automatically.

e Visualization and organization of the documents on Document
Consumerds side depends on the i mj
application. Before the Data Consumer is able to view the documents,
they are decrypted on client side.

e Security mechanisms at platform level must assure that the Data
Consumer i s the own e rorhasfthe apprepriadel n B
permissions to access the folder. Implicit access is granted to the
documents inside the folder.
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Sequence Diagram for RetrieveDocumentsXDR

PatieniRegister
TTP
:}‘__I 1.5.1.1: processkeyReEncryption()

1.5.1: reEncryptley(encsymkey, pubkeycert)
1.5.1.2: response: pubKeyEnc(symkey)

1.5.2: processRetrieveDocumentSet()

Document
Repository
1.5.3: signResponse()

a

I

|

|

|

|

|

|

|

|

|

|

|

|

1.5 retrieveDocumentSet{xml, pubkeycert)
1.5.4. retrieveDocumentSet - Response

1.3: createRetrieveDocuments Xmi ()

1.6 decryptDocuments()

1.1: validatelnputParameters|)
1.2: createEncryptionKeyPair()
1.4: signXmiDataSet(}

Connector
AP
L

1: retrieveDocuments KDR()

2! viewDocument
3! showDocumentsView

:

1.7: retrieveDocuments XDR - Response

DataConsumer
L

As shown in the sequence diagram above, the Document Repository starts a re -encryption
request to encrypt the symmetric key of the document encryption with the public  -key of the
Connector-API.
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85.4n FU-CON11: RetrieveDocumentsXDS

ID: FU-CON11 | Name: | RetrieveDocumentXDS

Short Description: | Thi s function will be used to retrie
electronic health record.

Actors/Category: A2 Data Consumer layer function

System Connector 6 API

component:

Trigger event: User interaction

Preconditions : e The Data Consumer isalready registered at the eSanté platform as a

user and the system granted him the access to the functions after
checking his appropriate rights.

e The Data Consumer has selected a list of documents which should be
retrieved. The metadata of the available documents are retrieved by a
QueryDocumentsXDS transaction.The documents could be retrieved b y
using the metadata unique document identifiers .

Input Parameters: Name Type Cardinality =~ Description
transactionid uuib 1 Unique identifier
for this
transaction
consumer® ConsumerRec 0 Consumer
identification
documentlDs UNIQUEID lorn List of document
ids of the
documents to
retrieve
unblockingCode String 0 Optional
parameter which
enables the
patient to view
the documents.

Validation: ID  Validation Exceptions

V1 Parameter oOtr ans a InvalidUuidExeption
a valid unique identifier by terms of
an UUID.

V2 Par a mecbnsumerd if given UnknownConsumerException
must link to a valid registered
consumer

V3 Parameter ounbl oc InvalidLengthException
provided, must be a valid string and
must not exceed the length for this

“31f not given, the identity of the Data Consumer who calls the trans  action is used.
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field.

V4 Par amedocementidsd mu s t InvalidldentifierException
contain valid identifiers for the
documents which should be
retrieved.

Processing: Seealso Sequence Diagram for RetrieveDocumentsXDS

P1 retrieveDocumentXDS

ID Description Exceptions
1  Function called by Data Provider to retrieve the Different Exceptions could occur
documents from a pat i en duringthe whole transaction and are

health record. listed at subsequent processing steps.
P2 validatelnputParameters
ID Description Exceptions
1.1 Allinput parameters must be checked for SeeValidation section above
consistency.
P3 createEncryptionKeyPair
ID Description Exceptions

1.2 A new public-private keypair will be generated CreateKeyPairException
and a public certificate must be generated and
signed. The private key must kept secure,
whereas the public -key certificate will later -on
be transferred for document retrieval.

P4 createRetrieveDocumentsXml()
ID Description Exceptions
1.3  Creates and prepares the XML based CreateDocumentsXmlException

representation of the metadata. For each
document which should be retrieved an
associated xml element must be created with
the given documentID (UUID). If provided, the
unblockingCode will be added as part of the

metadata.
P5 signXmlDataSet
ID Description Exceptions
1.4  The submission set will be electronically CreateSignatureException

signed to prevent it against data corruption.
The signature algorithm should use the
private -key of the Connector for signature

creation.
P6 retrieveDocumentSet(messageid,xml,pubkeycert)
ID Description Exceptions
1.5 This is the core platform transaction which During the execution of the platform
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must be used to retrieve the documents transaction, different Exceptions could
from the eSanté platform. As an extension occur. These exceptions are part of
to the standard IHE transaction definition, the IHE Technical Framework
the retrieveDocumentSet function must be specification (Vol. 3).
able to accept the public -key certificate.
1.5.6 retrieveDocumentSet Response: A structured
XML file will be send back, containing
sections with the encrypted documents
which are requested, together with the
public-key encrypted symmetric key to
decrypt the documents. The response is
electronically signed due to ensure tha t the
data are not corrupted. The signature must
be validated before proceeding. If a certain
document could not be retrieved, the
structure will contain the error or warning
message for this document.
P7 decryptDocuments
ID Description Exceptions
1.6  The documents retrieved from the Document DecryptionException
Repository are now decrypted by using the
private key of the generated keypair.
P8 retrieveDocumentsXDSResponse
ID Description Exceptions
1.7 If the transaction succeeds the current state
of each document and the unencrypted
document content are returned. If an error
occurred when retrieving a document, the
documents state wil!/| k
Postconditions: The operation of retrieving the documents from the eSanté platform is
processed as a whole. If an error occurs which prevents the retrieval of a
single document, the corresponding result entry will contain the error  -state
and an error message. The transaction will proceed until each document
was requested for retrieval.
success The documents are shared and are accessible for authorized
users. The result set contains the documents and their states.
The result set could also contain error messages if documents
could not be retrieved.
failure An error occurred during the call of the function. Errors when
retrieving single documents as part of a result set does not
lead to a failure of the whole transaction.
Output Name Type Cardinality Description
Parameter: documents String lorn XML structure
containing
document
states and
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content
The output parameters are encapsulated inside of a XML structure.

Comments: e The Data Consumers user interface should provide the functionality to
select the available documents before download.

e Visualization and organization of the documents on Document
Consumerds side depends on the i mj
application. Before the Data Consumer is able to view the documents,
they are decrypted on client side.

e The Document Consumer could only download/view documents where
he has access to. Blocked documents are not downloadable until their
confidentialityCode has been changed after providing the right
unblockingCode, which is only relevant if the patient himself is a Data
Consumer. The unblockingCode could be used by the platform during
the checkAccessConsentd Transaction to determine the Data
Consumer 6s access right

¢ As an addition to enter the unblockingCode as part of this transaction,
we could imagine to have another function for explicitely unblock the
document too.
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Sequence Diagram for RetrieveDocumentsXDS

EB

84

]

g

6.1: checkAccessConsent(oplional unblockCod:}

n 1.5.4: processRetrieveDocuments XDS( )

1.5.5: signResponse()

rt}
1.5.3: response: pubKeyEnc{symkey)

1.5.2: reEncryptKey{encsymkey, pubkeycert
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3 viewDocument

1: retrieveDocuments XDS()
:I 1.6: decryptDocuments
1.7 retrieveDocuments XDSRes ponse )

2: showDocumentsView()

DataCons
|
o

By calling the checkAccessConsent method, the Document Repository is able to check for each
requested document, if the caller hasthe permission to retrieve the document from the
Repository.
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85.40 FU-CON12: SubmitReferralXDS

As described at the Cahier des charges fonctionnel, before providing the referral letter of a

patient at the eSanté platform, the Data Provider must first create this referral letter with his
application. He also has to create a referral code to be able to refer to this referral later -on. The
Data Provider could select some other documents related to that patient which should be

grouped with this referral. Therefore it could be necessary to que ry the platform for the
occurrence of certain documents (QueryDocumentsXDS) which should be linked to this referral.
The SubmitReferralXDS transaction could be used after that, to submit the referral information
onto the platform. The basic submission tran saction is nearly similar to the SubmitDocumentsXDS
transaction. The referral document itself should be embedded into a CDA R2 document from

which important header data are extracted for the creation of the platform metadata.

For each referral a folder wil | be created at the eSanté platform, which contains the referral

letter as well as the associations to other documents which are linked to this referral. The

referral code which will be printed on the paper form of the referral and which also will be part

of the electronic referral document corresponds to the uniquelD of the folder
(XDSFolder.uniquelD). This uniquelD will be generated during referral letter creation and must be
provided during the SubmitReferralXDS transation as parameter for the referralCode.

ID: FU-CON12 | Name: | SubmitReferralXDS

Short Description: | The caller (Data Provider) provides a referral document for a patient which
should be stored together with references to other documents which are
associated with this referral case. These documents are linked to a new
folder for this referral, inside the patient & electronic health record.

Actors/Category: Al Data Provider layer function

System Connector 6 API

component:

Trigger event: User interaction

Preconditions : e The Data Provider is already registered at the eSanté platform as a user

and the system granted him the access to the functions after checking
his appropriate rights.

e The actor knows the patient and offers demographic data of the
patient.

e The Data Provider creates a special CDA R2 document as an referral
document. The document should be signed electronically by the Data
Provider.

e The Data Provider must be able to create a unique identifier for the
transaction, which must be an UUID.

Input Parameters: Name Type Cardinality =~ Description

transactionid UuID 1 Unique identifier
for this
transaction

patient PatientRec 1 Patient 8s
demographic data

provider ProviderRec 1 Provider
identification
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Oorl Text which
describes the
transaction
Additional
description text
Name which will
be used as title
for the folder
Referral
document
Globally unique
identifier of the
documents which
should be linked
to this referral
Unigue identifier
as key to refer
later on to this
referral folder

title String

comment String Oorl

foldername String 1

referraldoc DocumentRef 1

referralrefs UNIQUEID Oorn

referralCode String 1

Validation: ID
V1

Validation

Parameter oOtransa
a valid unique identifier by terms of
an UUID.

Exceptions
InvalidUuidExeption

contain valid unique identifiers of
the documents which have to be

V2 Par ameptaetri eont 6 mu < PatientldentException
valid values for all mandatory
fields.

V3 Parametero pr ovi der 6 m UnknownProviderException
valid registered provider

V4 Parameter o0titl eo InvalidLengthException
string and must not be larger than
the defined number of chars for this
field

V5 Parameter 0commen InvalidLengthException
valid string and must not be larger
than the defined number of chars
for this field

V6 Parameter o0f ol der InvalidLengthException
valid string and must not be larger
than the defined number of chars
for this field

V7 Parameter o0r ef er r Different Exceptions could
contain a reference to valid refer al- occur e.g.
report in HL7 -CDA R2 format, InvalidURLException or other
providing the mandatory fields Exceptions depending on the
described in 85.3c document format and

content.
V8 Parameter or ef er r InvalididentifierException

could occur if reference is
not in a valid format.
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linked to the same referral folder

V9 Parameter oOref er r InvalidLengthException
a valid string and must not be larger
than the defined number of chars

for this field
V10 Validate the electronic signature. NoSignatureFoundExeption
The referral document should be InvalidSignatureException

digitally signed and contain a
qualified digital signature with
certified timestamp from a
timestamp service.

Signature related data must be
compliant to the Data Providers
identity.

Processing: Seealso Sequence Diagram for SubmitReferralXDS

P1 submitReferralXDS

ID Description Exceptions

1  Function called by Data Provider to share the Different Exceptions could occur

referral document using the eSanté platform. during the whole transaction and are
listed at subsequent processing steps.

P2 validatelnputParameters

ID Description Exceptions

1.1 Allinput parameters including the referral SeeValidation section above

letter must be checked for consistency.
Electronic signature of the document will be
checked if exists.

P3 extractHeaderData

ID Description Exceptions
1.2 Data of the required fields from the CDAR2 & ParameterException
Header of the referral letter are extracted for
further use (e.g. when creating the
SubmissionSet and DocumentEntrySet
structures). Values for required fields must be
present and valid, Patient related data mus t

be compliant to the de
Parameter from the PatientRec.
P4 deldentify
ID Description Exceptions
1.3 Patient identifying data (Parameter IdentityMatchException

Opatientdé) are used fc
with the right identity, the  appropriate
pseudonym must be found.
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1.4 deldentify response: A messagelD
corresponding to this TTP transaction.
The messagelD must be used later on as a
replacement for the patientID for Submission -
and DocumentEntrySet.

P5 checkConsent
ID Description Exceptions
15 Using the messagelD from the TTP, it is NoConsentException

checked if a patient has given consent to
share his medical data inside a longitudinal
electronic health record.

If consent has been given, true should be
returned, false otherwise. So if false is
returned or an exception occurred, the
referral transaction fails.

P6 getPublicKeyCertificate
ID Description Exceptions
1.6 Using this function the TTP is called to CertificateException

provide a Public-Key Certificate.

1.6.2 getPublicKeyCertificate response: The
Public-Key Certificate is responded by the
TTP. This certificate must be an X.509
compliant certificate which contains the
public-key gained from the TTP, which will
be used for data encryption. This public -key
certificate must be validated.

P7 encryptDocuments
ID Description Exceptions
1.7 The referral letter will get encrypted before EncryptionException

it can be delivered to the platform.

The encryption procedure must use the
public-key gained before from the TTP for the
encryption of the files.

P8 createSubmissionSet
ID Description Exceptions
1.8 Creates and prepares the XML based CreateSubmissionsetException

representation of the metadata and embeds

the referral document for transmission to the
platform. A unique identifier must be created

for the embedded document. The messagelD
must be used as patientlD. The referral folder
must be defined as part of this SubmissionSet,
where the parameter of
set as the title of the folder and the
parameter oOreferral Coc
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XDSFolder.uniquelD. If the parameter
oreferralrefsd i s nodf
document references
(XDSDocumentEntry.entryUUID), association
objects will be created as part of the
SubmissionSet, which links the documents
with the referral folder using association type
oOHas Member 6.
P9 signSubmissionSet

ID Description Exceptions

1.9 The submission set will be electronically CreateSignatureException
signed to prevent it against data corruption.
The signature algorithm should use the
private -key of the Connector for signature
creation.

P10 provideAndRegisterDocumentSet

ID Description Exceptions

1.10 This is the transaction which must be used to During the execution of the platform
transfer the referral letter from the local transaction, different Exceptions could
institution/health professionals to the eSanté occur, e.g. XDSRegistryNotAvailable if
platform. Therefore the created the Registry connection could not be
SubmissionSet is used. SedcU-COREL. established. These exceptions are part

of the IHE Technical Framework
specification (Vol. 3).
1.11 provideAndRegisterDocumentSet- Response:
A structured XML file will be send back as a
response of the
provideAndRegisterDocumentSet transaction.
2 submitReferralXDS- Response: If the
transaction succeeds, the success - state and
possibly a list of warnings will be send back.
Postconditions: The operation of transmitting and storing the referral letter, the folder and
associations at the eSanté platform is atomic. If an error occurs which
prevents one operation from succeeding, the whole transaction will be
cancelled.
success The referral letter is shared and the documents and referral
folder are accessible for authorized users. The parameter
0 me s s a gudd eahtairc am array with warning messages, but
not with an error.

failure An error occurred during the sharing. The parameter
oOomessageso6 contains the |ist

Output Name Type Cardinality Description

Parameter: success Boolean 1 True/False

messages String(] Oorl Message e.g.
warnings/errors
The output parameters are encapsulated inside of a XML structure.
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Comments: e The referral folder will be defined during the createSubmissionSet
function processing, as part of the SubmissionSet. This is because the
SubmissionSet will also be stored in the Registry and later -on this
transaction could be reproduced.

e The referral co de which must be generated on Data Providers side will
be used as the XDSFolder.uniquelD of the referral folder. Using this
referral code during the RetrieveReferralXDS operation, the referral
folder could be uniquely identified.

e The Data Provider creates and provides the unique identifier for the
transaction (UUID) as well as the unique identifiers (uniqueid) for the
documents (e.g. as part of the CDA document header,
ClinicalDocument/id) and therefore will be able to reference to these
transaction/docume nt.

¢ Notification of the users (e.g. patient, reference doctor of the patient)
who have subscribed to be noticed about the arrival of new referral
document is done by the Notification Service. The Notification Service
itself gets the event from the Document Reg istry which is shown in the
sequence diagram by the notify() call between both services.
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85.4p FU-CON13: QueryReferralXDS

ID: FU-CON13 Name: QueryReferralXDS

Short Description: | This function will be used to query for documents of a patient related
referral folder.

Actors/Category: A2 Data Consumer layer function

System Connector 0 API

component:

Trigger event: User interaction

Preconditions : e The Data Consumer isalready registered at the eSanté platform as a

user and the system granted him the access to the functions after
checking his appropriate rights.

e The actor knows the patient and offers demographic data of the
patient.

e Data Consumer must have consent to query for patients data

e The Data Consumer must have the referralCode which is printed on the
paper form referral letter or has been provided by the patient.

Input Parameters: Name Type Cardinality  Description
patient PatientRec 1 Patientds
demographic data
consumer * ConsumerRec 0 Consumer
identification
referralCode String 1 Unigue identifier

as key to refer to
the referral
folder

Validation: ID  Validation Exceptions
V1 Par ameptaetri eont 6 mu s PatientldentException
valid values for all mandatory
fields.
V2 Par amecbmsumer® must | UnknownConsumerException
a valid registered consumer
V3 Par a merefaaralCoded mu st InvalidUuidException
contain valid identifier for the
referral folder.

Processing: Seealso Sequence Diagram for QueryReferralDocumentsXDS

P1 gueryReferralDocumentsXDS

ID Description Exceptions

4 The consumer data record is listed here as a parameter , if not given this relates to the identity of the authenticated Data
Consumer.
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1  Function called by Data Consumer to query for
metadata of documents which are linked to the

patientods referral f ol dlistedatsubsequent processing steps.

Different Exceptions could occur
during the whole transaction and are

P2 validatelnputParameters

ID Description

Exceptions

1.1 Allinput parameters must be checked for
consistency.

SeeValidation section above

P3 deldentify

ID Description

Exceptions

1.2 Patient identifying data (Parameter
Opatientdé) are used f
with the right identity, the appropriate
pseudonym must be found.

1.3 deldentify response: A messagelD
corresponding to this TTP transaction.

The messagelD should be used later on as a
replacement for the patientlD for Submission -
and DocumentEntrySet.

IdentityMatchException

P4 checkConsent

ID Description

Exceptions

1.4 Using the messagelD from the TTP, it is
checked if a patient has given consent to
share his medical data inside a longitudinal
electronic health record.

If consent has been given, true should be
returned, false otherwise.

NoConsentException

P5 createGetFolderAndContentsQueryXml(referralCode)

ID Description

Exceptions

15 Creates and prepares the XML based
representation of the metadata for the query.
The GetFolderAndContents query which
should be called will be referenced by an
UUID. The parameter given in the

oreferral Coded attribtl

query variable, t he folder from where the
contents (the referral document metadata)
should be retrieved is identified by the
XDSFolder.uniquelD which will be set to the

val ue of oreferral Code

CreateQueryXmlException

P6 signQueryDataSet

ID Description

Exceptions

1.6  The xml query document set will be
electronically signed to prevent it against
data corruption. The signature algorithm

CreateSignatureException
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should use the private -key of the Connector
for signature creation.

P7 registryStoredQuery(GetFolderAndContents)

ID Description Exceptions

1.7 This is the core platform transaction which During the execution of the platform
must be used to execute the query transaction, different Exceptions could
transaction at the Document Registry to occur. These exceptions are part of
retrieve the metadata of the documents in the IHE Technical Framework
the referral folder which matches the query. specification (Vol. 3).
Onl document metadat

state are considered. See 83.5

1.7.5 registryStoredQueryResponse: A structured
XML file will be send back as a response,
containing as a result set of the query the
metadata of the matching documents from
the referral folder.

2 gueryDocumentsXDSResponse: lthe
transaction succeeds the success- state and
possibly a list of warnings will be send back.

Postconditions:

The operation of querying for document metadata is atomic. If an error
occurs the whole transaction will be cancelled.

success An empty result set or the document metadata set which are

the result of this query are returned. The parameter
Omessageso6 could contain an a
not with an error.

Failure An error occurred during the query execution. The parameter
OmessagesO6 contains the 1|ist
Output Name Type Cardinality Description
Parameter: resultSet String lorn Query result
set, contains
list of document
metadata,
could be empty
if no data found
messages String(] Oorl Message e.g.
warnings/errors
The output parameters are encapsulated inside of a XML structure.
Comments: e The referralCode is used as the only parameter for this query, the query

itself is the same as processed during the FU-CONS:
QueryDocumentsXDRunction call. The only mandatory parameter which
is set is the XDSFolder.uniqueld to search for the right referral folder.

e Based on the result set of the query, the me tadata of the documents
should be used by the Document Cor
present an overview of the documents which are part of the referral.
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e For retrieving documents after executing this query, no additional
functionality has to be provided, instead the FU-CON11:
RetrieveDocumentsXDSunction could be cal led.

e Possessing the referalCode provides the consent for accessing the
referral folder. The code is checked at Document Registry level.
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Sequence Diagram for QueryReferralDocumentsXDS
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